BOARD OF PUBLIC WORKS AND SAFETY (Form B-01-2012)
Agenda Request Form

Organizations and individuals are asked to submit a request form and supporting documents to be
placed on the agenda. You will be contacted by the City confirming the date of the meeting in which your
request will be heard.

Please make sure that your contact information is accurate in case we need to get in touch with you.
The Board of Works meets on the 1st and 3rd Monday of each month at 5:00 p.m. in City Hall located at 70
E. Monroe Street.

"'Requested Meetir‘l‘g Date:‘é 02[011’2016 -

Date Submitted: | 1/25/2016
? S — _ Confirmed Meeting Date: ‘ '
. Received by: !

- On Behalf of Organization or Individual: | City of Franklin

Name: Lynnette Gray Telophone: | (317) Tisazes

. Title or Position: City Attorney

t E-Mail: | lynng@igmlawfirm.com

i Address:
i

. 63 E. Court St.

| Franklin

: Lynnette Gray-John Auld

Title or Position: City Attorney ~ Insurance Representative

. E-Mail: i lynng@igmlawfirm.com

.. 1. Cyber Insurance Quotation

Questions about this application or the process described should be directed to the Clerk Treasurer's Office at 70 E.
Monroe Street, Franklin indiana 46131 or by email at jalexander@franklin.in.gov or call 317-736-3600.



¥
i

Risk Placement Services, Inc.

Cyber Insurance
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BTy BCS Insurance Company
5 BCS 2 Mid America Plaza, Suite 200
Qakbrook Terrace, IL 60181

Freguently Asked Questions

Do you have any qusstions about your insurance? The frequently asked guestions below ars hare 1o heln
you make an informed decision.

What is Cyber Liability §ns_urance?

“Cyber” Liability is insurance coverage specifically designed to brotect'a business or organization from:

s - Liability claims involving the unauthcrized release of information for which the drganization has a legal
obligation to keep private or confidential
= Liabiiity claims aliaging mvasmn of pnvaoy anol/or oopyrlght/’zrademark \no!atlons in a digital, onlme of
social media environment .
o Liability claims alleging failures of computer seourl’iy ‘zhat reeult in delenon/alteratlon of data, transmission
of malicious code; denial of service; eté.:
== e [gfense costs in State or Federal regulatory prooeedmge that mvo!ve violatioris of prwaoy faw; and _
* .. .The provision of.expert.resolrces and-monetary reimbursement to the insuréd for.the out: of—pooket (15’[;‘-’
. ,f.Party) expenses essocnated w;th the eppropnate handhng of the types of lnoidente Ieted above g &

The term "Oyber” mphee coverage oni y for moldente that mvolve electromo hackeng or onlme aotlvmes when'
in: faot this product is much: broader oovenng prlvate data and commumcanone in many dlfferen% formats
paper, digital or otherwise. . S L Sl

What does Privacy ,Liabitity"eover?_' '

The anacy %_;ab | ty msur _g.agre mel _'xn our poiloy goee beyond prowdlng llabihty proteo‘txon for the Insured
against the unauthorized: release of Pereonaliy [dentifiablé Information (Pll}, Protected Health Inforration
{PH1, .and oorporate.conﬂdenha! information like most popular “Data Breach” policigs. Rather, our poli oy
provides true “Priv. protection in that the defirition of Privacy Breach inciudes violations of any righis to
privacy (e.g., person’ fight. of pubhoxty or disclosure of private information). Because information lost in every
data breach may not fit State o Federal-specific definitions of Pll or PHI, cur poli icy helps to fill these
potentially costly daps. Th1e isa key provision that truiy sete the BCS Cyber and Privacy Liability Policy apart
from others. : :

What does Privacy Regulatory Claims Coverage cover?

The Privacy Regulatory Claims Coverage insuring agreement provides coverage for both legal defense and
the resulting fines/penalties emanating from a regulatory claim made against the insured, alleging a privacy
breach or a violation of a Federal, State, local or foreign statute or regulation with respect 10 privacy
regulations.
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What does Security Breach Hesponse Coverage cover?.

ThIS 1st Pan‘zy coverage re|mburses an Insured for costs mourred in the: even?: ofa seounty breach of
personaf non- pubho lnformatlon of thelr customers or employees Examples molude - s

. The hznng of a pubno relatlons oonsultant to hetp avert oF rnltrgate damage to the insured s brand

* - |T forensics, customer notification and: 1 st Party Eegaf expenses to determrne the !nsured s obhgat:ons
“urider applicable: Privacy Regu!atrons R S .

«  Credit monltonng expenses for affected customers

Our pohoy can ex%end ooverage avenin lnstaoces where there is no tega duty to not:fy if the lnsured feefs
that doing so will mitigate potential brand damage {such voluntary notification requires pricr written consent).

What does Secunty L;abmty cover?

The Secunty Llablhty msunng aqreement 'provtdes coverage for the ured forallegatlons 'csf_aéséeumy _

Wrongful Aot" moludnng

LI The mabﬂ:ty of ath rd party who IS authonzed to do so to galn access to the tnsured s oomputer
- .systems: - '
. '_The failurg 1o prevent unauthonzed access to or use ot a oomputer systern end/or the fallure to prevent :
false communications such as: “phishing” that resultsin corrupt on, dalétion of or damage to electronic
- -data;theft of data and demal of. service attacks against websdes or oomputer systems ofa: third: party
* . Protects age!nst fiabi I!ty assoc:ated With the Insured’s farlure to prevent transmlssxon of ma!lcrous code
_jfrom their compliter system o a'third partys computer systern e S Sl

What does Multamedia L!abtl;ty cover'?

The Multrmedia L;abfl ty nsunng agreement prowdes ooverage agalnst atlegatlons that rnotude

*  Défamation, %lbel slapder emotlonai distress invasi on of the rlgt;t o pnvaoy, oopynght and otner forms
‘of intellsctual property infringement (patent -excluded)in the course of the Insured’s communroatlon of
rnedla oontent i electronlo (WebSIte soo al medla etc) or non e?eotron!o forms B ' S

Otner "Cyber” msurenoe pohdes often hmrt ths ooverage to conf:ent posted to the Insured & websrte Our K :
policy: extends what types of média are covered as well as the: forrmats where this information resides.

What does Cyber Extortion cover?

The Cyber Extortion insuring egreement prowdes

*  Expense and payments to a harmfu! thxrd party to avert potentlat damage threatened against the’ insured
:such as the intreduction of malicious code, system interruption, data corrupiion or destruction or .
. dissemination of persona! or confidential corporate information,
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What does Business Income and Digital Asset Restoration cover?

The Business Incomé and Digital Asset Restoration insuring agreement provides for lost earnings and
expenses incurred because of a’gecurity compromise that leads to the failure of disription of a computer
system, or, an authorized third-party’s inability to access a computer system. Restoration costs 1o restore or
recreate digital (ﬂot hardware) assets to thelr pre- “loss state'are provaded for as well. What's more, fhe
definition: of Computer System is broadeéned to incilide not oniy systems under the Insured’s direct con‘{rol
but also systems under the control of a Service Provider wrth Whom the Insured contracts 16 hoid or -
process their digital assets. : : : : '

What is “PCI-DSS Assessment” coverage?

The Payment Card industry Data Secursty Standard (PCI DSS) was establishied in 2006 through a
collaboration of the major tradit oard Brands as a:feans of bnnglng standardlzed securlty best praotrces for
the seouro processing of credit. card transactlons Merohants and senvice provrdors must adhere to. certa:n
goals and requlrements in order to be “PC Comphant ».and unider specific agreements may subjec’t an’
Insured to an “assessment” for breach of suchterms. The BCS Cyber and Privacy Liability Policy responds
to PCl assessmients as well as' claims expenses in the wake of a breach Involvirig cardgholder information;

Who is 'RPS? L

Wrth more than 1, OOO empioyees ir more than 30 U S States Rlsk F’Iacement Sennoes empowers T
Insurance agents and brokers like yours with product and: industry expertise, and access to exclusive
Property & Casuaity insurance coverage for their clients throughout the country. RPS is the exclusive
Managing General Agent for the specialized Cyber Insurance quotation your agent has provided hersin: RPS .
is consistently recognized by Business Insurance magazine as thé natiofi's Iargest Managmg Géneral
Agency. Your agent's decision to partner with RPS speaks of their desrre 1o prov de your organrzatlon with -
the best insurance solutions-available in the markétplace today. R . g

How is this poiicy' bé’ttér_than' Othe’r .Optioh_s' in the marké’tplét:e? o

As with any insurance polsoy what sets our ooverage apart Ies in the defmrtrons and exclusroos i the' po%roy
The BCS Cyber and Privacy Liability Policy offers comprehensive critical terms such as Privacy Breach, -
Computer System, and Media Content. These definitions, along with the absence of some industry-
standard exclusions and a drastically streamlined application process, make this policy more oomprehensrve
and easier to access than the typical cyber policy available from traditional scurges.. S S

Isn’t this already covered under most business insurance plans?

The short answer is “No”. While liability coverage for data breach and privacy claims has been found in _
limited instances through General Liability, Commercial Grime and some D&QO policias, these forms were not
intended to respond to the modern threats posed in today's 24/7 information environment., Where coverage
has been affcrded in the past, carriers (and the IS0} are taking great measures t¢ include exclusionary
language in form updates that make clear their intentions of not covering these threats. Additionally, even if
coverage can be found in rars instances through other policies, they lack the expert resources and critical
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1st Parly coverages that help mitigate the financial, operational and reputational damages a data breach carn
inflict on an organization. . . .

Are businesses required to carry this coverage? -

While there is presently no faw that requires a business or organization to carry Gyber Liability, theré is a -
national trend In business contracts for proof of this coverage. In addition, the SEC is encouraging. disciosure
of this coverage as a way of demonstrating sound information security risk mariagerent. Laws such as
HIPAA-HITECH and Gramm-Leach-Bliley and state-specific data breach laws are continually criving demand

as requirements for notification in the wake of a-data breach becormes more expensive,

Do small businesses need this coverage? - e

The Symantec 2014 Internet Security Thréat Report reports that small businesses accounted for 30% of
targeted spear-phishing attacks in 2013. In 2012, Verizon reperted that approximately 40% of all data - _
breaches that year occurred among companies with fewer than 100 employees. Evef'more alarming is the
fact that 60% of companies that have been a victim of cyber-aitacks are out of business within'six monttis.
While breaches involving pblic corporations and govemmerit entities garmar thevast majority of headlines, it
is the small business that can be most at fisk, With lower informatiori securtty budgets, limited personnel and
greater systém vulnerabilities; smadll businessas are:increasingly at risk for @ data breéach; -

If e-commerce functions such as payment processing or data storage dre outsourced, is -
this coverage still needed? - . T e

The responsibility to notify custorriers of a data breach or legal liabilities assosiated with protecting customer
data, remain the responsibility of the Insured..Generally speakirg, businéss refationships exist between
Insureds and their customers, not their customers and the back-office vendors the Insured uses to assist -
them in their operations. Outsourcing business critical fuRctions such as’payivient processifiy, data storags,
website hosting, etc: can help inslilate Insureds from risk, however, the contractual agreement wording
betwéen Insureds, their.customers and the vendors with whor they do business wil goverfthe éxient 10
which liability is assigned in specific incidents.

What is the cost of not buying the coverage and seif-insuring a data breach?

The Ponemon Institute, a well-known resgarch firm, publishies an annual “Cost of a Data Breach” report. In
partnership with IBM, the 2014 report indicated that the average cost paid for each lost or stolen record is
$201. These numbers are reflective of both the indirect expenses associated with a breach (iime, effort and
other organizational resources spent during the data breach resolution, customer churn, stc.), as well as
direct expenses {customer noftification, credit monitoring, forensics, hiring a law firm, etc.).

Because every breach is different, and the per-capita cost of a breach depends largely on the number of
records compromised, it is helpful for smal to mid-sized organizations to start with a lower number of
865/record, (the average direct costs associated with a breach in the Ponemon study} - multiply this number
by the estimated number of records containing Pii, PHI or financial account information in the Insured’s
control. By engaging in this simple exercise, businesses quickly understand the financial value of
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implementing cyber insurance as a risk transfer vehicle. More information can be found at
WIW.D0NEMoN. org,

Who is the insurance carrier?

?he BCS Cyber and Privacy Liablllty Policy is uﬂderwrnterz by BOS Insurafce Company and powered: by and
with the backing of certain syndicateés at Lioyd's of London. BCS Insurance Cornpany i a licensed insurance
company in all states, Puerto Rico and the District of Cofumbié.. BC_S Insurance Gompany provides valug
through a solid foundation of strong governance, natiohal and international capabilitias and product and
industry expertise and is rated A- ([Excellént} by A:M. Best. BCS Insurance has been in business for over 60
years. It is a wholly owned subsidiary of BCS Financial Corporation which, in turn, Is owned by ail Blue Cross
Blue Shield primary licensees. BCS Insurance Company's relationship with certain syndicates at Lioyd’s of
London brings additional strength s‘zabmty and mdus’rry (eadmg expertlse ‘[o the RPS cyber msurarzce i
program. - I _

What is the clarms-handlmg process‘?

A24- hour data breach fotlingis avanable to report |n0|den‘fs or éven suspeoted |nC|den'rs As sdion as you’
suspecta data breach incident or receive riotice of a claim, you-should call the hotline listed iri yourpolicy.
This hotline is manned by Baker Hostetler; a world-wide leading privacy law firm with experience in handling
thousands of data breach events. Immediately after caliing the hotline, you are required to send notice to
Clyde & Co., the designated fegal firm that has been contracted to triage initial notices in this regard. This
can be done by sendmg an email with-a brief descrrp’non of the'incident, mcfudmg voUr-contact rnformatron
to the claims-reporting email address listed in your poficy. Your agent, .as Well 4s the'in-house BCS claims .
team, will receive notification of the Incident {or any third-party claim) as well. It is ¢ritical that you mmedrai’eiy
report any-and all incidents that you believercould give rise 1o & claim of any kind under this policy.

What if there are questions that are ndt'answer_ed here? -

Please contéct your preferred Cyber Professional who will assist you with any questions you may have.

Powerec by



Yo BCS Insurance Company
- 2 Mid America Plaza, Suite 200
Oakbrook Terrace, IL 60181

{A stock insurance company, herein the “Company™)

Policy No. RPS-Q-0127554/1

Cyber and Privacy Liability Insurance Policy

94.111 (01/15)

NOTiCE THE POLICY CONTAINS ON'_ ; OR MORE COVERAGES. CERTAIN COVERAGES ARE LIMITED TO
LIABILITY FOH CLAIMS THAT AR ,'_FIF{ST MADE 2 GAINST THE INSURED AND NOTIFIED TO US DURING THE
POLICY PERIOD AS REQUiRED CLAIM EXPENSES SHALL REDUGE THE APPLICABLE LIMITS OF LIABILITY AND
ARE SUBJECT TO. THE APPLICABLE RETENTION (s).p SE READ THIS POLICY CAREFULLY,

NAMED INSURED . °

ADDRESS
ITEM 2. POLICY PERIOD
(12;01 AM, Standarct time at the acidress. shown in ftem 1 )
fTEM 3. POLICY LIMITS OF A, Aggregate le tof Liability: $1, OO GOG
LIABILITY AND iAggregate for E ch.__gmd__ %_very Oﬁaim"indu_d?'_ Cla;ms Ex' nses}
COVERAGES o . ;
PURCHASED B. Sublimit of Lfabllzty for Ind ividual Coverage( )F’urchased 31 ODG 000

“Nil" or “N/A" Sublimit of Laabfllty for any coverage |nd;cates th i
was not purchased ’

PER CLAIM SUBLIMIT OF LIABILI‘TY - AGGREGATE SUBLIMIT

#‘?VFRAGE_ e INGLUDES GLAIM EXPENSES S0 OF LIABILITY
ﬁ};gjcy ety feuing Employee $1,000,000 .:‘..$T36OO,000 )
B. Privacy Regulatory Claims Coverage  $1 ,OO0,000 $‘I OOO 000

C. Security Breach Response Coverage  $1, OOO OOOV o | .$‘I OOO OOO: '

D. Security Lfabiliiy. ) . 31, OOD OOO - - .$1 ,OOO.GOO

E. Muttimedia Liability $1,000,000 %1,000,000

F. Cyber Extortion 7 $1,00D.GOO - o .. $1,000,000

géggf;?;is Inceme and Digital Asset $1,000,000 ) $1,000,000

H. PCI DSS Assessment 100,000 “ $100,000
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ITEM 4. RETENTION {including Claims Expenses):

COVERAGE L SR R EAGHGLAIM

A anacy Liablhty (cncludlng Employeea F’nvacy} $5 OOO

B Prlvacy Reguiatcry Claéms Goverage i $5,0DO

C Securlty Breach Response Cover ge $5,0C00

D SGGU ty Llab ?lty $5,000

E. Multimema : abéh’cy $5.(}OD

F. Gyber Extomon $5 OOO
G. Busmess Income and $5 OOO/ 12 hrs Walhng penod

H. PCIDSS Assessment- $5 ODO

ITEM5.  PREMIUM = = $5360

ITEM 6. TERRITORIAL LIMITS . - Worldwide

ITEM 7. RETROACTIVE DATE Full Prior Acts

ITEM 8. NOTICE OF GLAIM Clyde & Co. USLLP
101"Second Streat, 24th Fidor
San Francis;{;o::GA 94105
USA,
joan. dambrosm@clydeco s
24 Hour Security Breach Hotlme 1-855- 21 7-52():

ITEM 9. NOTICE OF ELLECTION RPS Executive Lines
550 W, Van Buren
Suite 1200
Chicago, IL 80607
USA

ITEM 10, SERVICE OF SUIT Risk Situated in California:
Eilesn Ridley
FLWA Service Corp.
o/o Foley & Lardner LLP
555 Califernia Street, Suite 1700, San Francisco, CA 94?04—1520

Risks Situated in All Other States:
Mendes & Mount
750 Seventh Avenue, Naw York, NY 10019

ITEM 11. CHOICE OF LAW New York
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FORMS AND ENDORSEMENTS - 94.102 {01 05) Nuclear Incident Exclusion

EFFECTIVE AT INCEPTION 84.103 (01 05} Radioactive Contamination Exclusion
94.801 (01 15) INDIANA Amendatory

BCSI-X028 (01 15) Indlana Notice to Policyholders
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NOTICE: THE POLICY CONTAINS ONE OR MORE COVERAGES. CERTAIN COVERAGES ARE LIMITED TO
LIABILITY FOR CLAIMS THAT ARE FIRST MADE AGAINST THE INSURED AND NOTIFIED TO US DURING
THE POLICY PERIOD AS F{EQUIRED CLAIM EXPENSES SHALL REDUCE THE APPLICABLE LIMITS OF
LIABILITY AND ARE SUBJECT TO THE APPLICABLE RETENTION (S). PLEASE READ THIS POLICY
CAFIEFULLY &

CYBER AND PRI\//—\CY LIABILITY POLICY FORM
- 94.200 (01/15)

in consideration of the payment of the premlum and.reliance upon he statements made by "You” in the
“Application” and subject to the Lxml‘t of Liability, exc%usgons cond tions and other terms of this Policy, it i agreed as
follows: o .

. COVERAGES

A.  PRIVACY LIABILITY (iNCLUDING EMPLOYEE F’HIVACY) :

“We” shall pay on "Your” behalf “Damages”; and [Claim Expemses” ’that “You’: become legally obligated to
pay in excess of the applicable retention restilting from a “Claim® first made! aga inst “You” and reported to
"Us" during the “Palicy Pericd” or “Extendad Reportlng Period" arising out of a “Prwacy Wrongful Act” on
or after the “Retroactive Daie" and before the erid of the “Pohcy Pericd?; harmmg any third: (Srd) party or
‘Employes”.

B. PRIVACY REGULATORY CLAIMS COVERAGE

“We" shall pay on “Your” behalf “Regulatory Fines”, “Consumer Redress Funds" and "Claim Expenses”
that "You” become legally obligated to pay in excess of the applicable rétention resu fiing, frém a S
“Regulatory Claim” first made against "You” and reported to “Us” dur ingthe “Policy Pericd” or "Extended
Heporting Period” arising out of a “Privacy Wrongful Act” on or after the “F%etroao’{we Date” and before the
end of the "Policy Period”. S

C. SECURITY BREACH RESPONSE COVERAGE

"Wa" shall refimburse “Your Organization” for “Crisis Management Costs” and "B'réac_hiResponse Costs” in
excess of the applicable retention that “Your Organization” incurs In the event of a“Sécurily Breach” with
respect to personal, non-public information of “Your” customers or “Empioyees”.

“We” will not make any payment under this Coverage unless the” Security Breach” first ocours on or after
the "Retroactive Date” and before the end of the “Policy Period” and “You” first learn of the “Security
Breach” within the "Policy Period” and report the “Security Breach” 1o “Us” as soon as practicable within
the “Policy Period”.
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o

SECURITY LIABILITY .

“We” shall pay on “Your” behall “Damages” and “Claim Expenses” that “You” becomnie lagaily obfigated to
pay in excess of the applicable retention resulting from a “Claim” first made against “You” and reported to
“Us” during the “Policy Period” or *Extended Reporting Period” arising out of & “Security Wrongful Act” on
or after the “Retroactive Date” and before the end of the “Policy Period”.

© E."MULTIMEDIA LIABILITY

- "We” shall pay on “Yolr” behalf “Damages” and “Claim Expenses” that “You” become legatly obligated to

" _pay in excess of the applicable retention resutiing from a “Claim” first rmade against "You" and reported to

~“Us” during the “Policy Period” or “Extended. Reporting Period” arising out of a “Multimedia Wrongfu! Act”
on:or after the “Retroactive Date” arid'before the end of the “Policy Period”,

F. CYBEREXTORTION

[ber-Extortion Expenses” and “Cyber-Extortion
irectly resultting from a "Cyber-Extortion Threat” that
during:the "Policy Period™.

“We” shall reimburse “Your Organization” for- >
Payments” that "Your Organization’s” actually pays
“Your Organization” first receives and reports {

G. BUSINESS INCOME AND T RESTO

“sustains during a “Period of

" that commences during the “Policy

tion” exceeds the waiting period set forth in
“Security Compromise”

1. "We” shall pay the “Business income Loss” tha
Restoration” resulting directly. from a “Network Disrupti
Period”, but only if the duration,of such “Period of Res
the Policy and such “Network D’isruptio:_n” results solél'y. and di
that commenced on or after the “Retreactive Date". o

2. “We” shall reimburse “Your Organizatio ‘forthe “B_estoratid Coste: ‘oUrGrganization” incurs
because of the alteration, destruction, damage of “Loss of Digital:Assets™ that commerices during
the "Poiicy Period" resutting solely and directiy from a “Security Compromise”, but only #
“Security Compromise” commenced on or after the*Retroactive Date”.

H. PCIDSS ASSESSMENT

“We" shall pay on *Your” behalf “Damages” and “Claim Expensas” that "You" become legally obfigated i
pay In excess of the applicable retention resulting from a “PCI DSS Assessment” first made against “You”
and reported to “Us” during the “Policy Pericd” or “Extended Reporting Petiod!arising out of a “Wrohgful
Act” on or after the “Retroactive Date” and before the end of the “Policy Period”

. DEFENSE, SETTLEMENT, AND INVESTIGATION OF GLAIMS

A "We” shall have the right and duty to defend, subject to the applicable policy agoregate fimit and
applicable "Sublimits Of Liability”, exclusions and other terms and conditions of this Policy, any “Claim”
against “You” seeking “Damages” which are payable under the terms of this Policy, evenif any of tha
allegations of the “Claim” are groundiess, false, or fraudulent and “We” shall have the right to appaint
defense counsei.

“We" agree that “You” may settle any “Claim® whare the “Damages” and “Claim Expenses” do not excesad
fifty percent (50%) of the Retention, provided the entire "Claim” is resolved and “You® receive a full release
from ali claimants.
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“We’__'__s_ﬁ'a"lé have the I?ight to make any investigation “We” deem necessary, inciuding, without imitation,
any. investigation with respect to the “Application” and statements made in the “Application” and with
respect o coverage.

The applacable Policy Aggregaie Limit and “Sublimits Of Liabflity” avalable to pay “Damages” and
“Losses” Shal ! be reduced and may be compietely "Exhausted” by payment of “Claim Expenses”.
Damages“ “lLosses”, “Clairm Expenses”, “Crisis Management Costs” and “Breach Response Costs” shall
" be applied agamst the appllcable retention “You” pay.

B _-.-_."':“We” shali not sefttle :any ‘Clairm” wﬁhout “Your” consent. If “You” refuse to consent to a setilement or
_.-comprom!se “Wa"" recommend nd acceptable to the claimant and elect 1o contest the “Claim”, then;

N '3Sub act to the applsoable limit:
not exceed .

a, the amount for which the “Claim”
prior 1o the ¢ date of such: refusa

b.  fifly percent.(5 O%} of the “Damages
incurred in‘such “Claim”; provided
“Damages” and ! Olaim Expenses :

uninsured and at “Your” own risk; and

aining fifty percent 50% of the
it in a. above incurred in such “Claim”

*Claim Expenses” do not exceed all applxcabie retennons

C.  "we” shall not be ebligated to pay any “Damages?; “Losses“ “ClaimExpenses”, “Crisis Mariagement
Costs” or “Breach Response Costs” or to undertake or:tontinue defense of any “Claim”, afier the
apphcabie policy aggregate fimit or applicable “Sublimits Of Laabuhty has been'exhausted by payment of
“Damages”, “L.osses”, "Claim Expenses”, “Crisis Management Costs” and/or’ “_Breach _sponse Losts” or
after deposit of the applicable timit of liakility in a court of competent ;urisd;cmo “and that upon: ‘slich’
payment or deposit, “We" shalt have the right to withdraw from fiie further defense thereof by teﬂderlng
controi of said dafense to “You™. -

. TERRITORY

This Policy applies to "Claims” made and acts, errors or omissions commitied or aIEeged to have been
committed anywhere in the world.

. EXCLUSIONS

The coverage under this Policy shall not apply to any “Damages”, “Claim Expenses” or “l.oss” incurred with
respect to any "Claim”, or any “Crisis Management Costs”, “Breach Response Cosis” or other amounts, arising
out of or resulting, directly or indirectly, from:

A, “Bodily Injury”, except for mental anguish or emotional distrass arising out of a “Privacy Wrongful Act;” or,
“Property Damage”;
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B. "Your! _'é"rffp;oymem p'i"'a_gtéces or any alleged or actual discrimination against any person or entity on any
basis, inciuding without limitation, race, creed, color, religion, ethnic background, national origin, age,
handicap, disabifity, sex; sexual orientation, or pregnancy:

G.  The failure, malfunction or inadequacy of any satellite; any electrical or mechanical failure and/or
<. interruption; including:but not limited to electrical disturbance, spike, brownout or blackout; or any cutage
o gas, water, felephone, cable, telecommunications or other infrastructure, unless such infrastructure is
under “Yo : operatiqn sontrok; however this exclusion shali not apply to any “Privacy Wrongful Act” that
* Is caused by'such e Ctrical or mechanical failure or that is caused by such failure of telephone lines, data
# transmission lines or other infrastriicture comprising or supporting the “Internet”:

any liability or O:Ei'l:i'g‘_;j_ation “You" wouid héve___i
any breach of “Your”, privacy statement; g

8. any indermnity by “You" in & written contract or agreement wi h “Your” cilent regarding any “Privacy
U7 falling 1o preserve the confidentiafity or privacy

—

' thie absence of such contract or agresment;

ra

Wrongfut Act” or “Security Wrongful Act” By “Yo
of personal informmation.of customers of "Your?

F.  Any of the foliowing:

Any presence of poliutanis or contamination of any k
2. Anyactual, afteged or threatened dischiarge; dispersal, releal
contamination of any kind; . E :
3. Any direction or request to test for, monétb__ o Up,a_remove, cohtain, t
pollutants or in any way respond to or assess the effects of polilitants
or S e
4. Manufacturing, mining, use, sale, installation, removal, distribution of or
materials, or products containing asbestos, asbestogfibers or dust, .. rFE -
5. lonizing radiation or contamination by radioactivity from any nuclear. fuel or any nuclear waste from:
the combustion of nuclear fuel; . hH
8. Actual, potential or alleged presence of mold, mildew or fungl of any-kind; i i
7. The radicactive, toxic, or explosive or other hazardous properties of any explosive nuciear assembly
or nuclear component thereof; or e
8. The existence, emission or discharge of any electromagnetic field, sleciromagnetic raciation or
electromagnetism that actually or allegadly affects the health, safety or condition:of any person or the
environment or that affects the value, marketability, condition or use of any:property;

b

G.  Any of the Tollowing:

1. Purchase, sale, offer of or solicitation of an offer to purchase or sell securities, or alleged or actual
violation of any securities law, inciuding but not imited to the provisions of the Securities Act of 1933,
or the Securities Exchange Act of 1934, as amendsd, the Sarbanes-Oxley Act of 2002, or any
regulation promulgated under the foregoing statutes, or any federal, state, locait or foreign laws similar
to the foregoing statutes (including “Blue Sky” laws), whether such law is statutory, regulatory or
Comimon law;

2. Alleged or actual violation of the Organized Crime Contral Act of 1970 (commaoniy known as
“Racketeer Influenced And Corrupt Organizations Act” or "RICO7), as amended, or any regulation




& Any “Act Of Terrorls
_._-warl ike operations (whether decﬁared or not), civil war, mutiny, civil commotion assuming the proportions
of or: amountmg toa popular rising, mllltaryr ing, insurrection, rebellion, revolution, military or usurped
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promuigated thereunder or any federal, state, local or foreign law similar to the foregoing statute,
_;:-.:’Whether such law'is statutory, regulatory or common law;
3. -Alleged or actual viofation of the responsibilities, obli igations or duties impased upon fiduciaries by the
- “Employee” Retirerment income Security Act of 1974, as amended;
4, *-_E}Aileged or actual anti-trust violations, restraint of trade or unfair competition, including without
i imitation, Vio ?atlons of the Sherman Act, the Clayton Act or the Robinson-Patman Act, or any other
federa s’tate local,.or forexgn laws regulating the sames or similar conduct; provided, however, this
exclusmn H.4 shall not apply to a "Claim” for a "Multimedia Wrongful Act” or “Regulatory Claim”;

; strike or S|m;|ar labor action, war, invasicn, act of foreign enemy, hostilities or

pOWer, or any action taken'to hinder’or defendsa_gamst these actions; including ak amounts, “Damages”,
or “Claim. Expenses” of Whatsoever nature directly or nd:rectly caused by, resuiting from or In connection
with any actron taken in controfl ng preventin . ppreselng, orin any way relating to the above; however

Policy, the burden of:proving the cent a
acts perpetuated e!ec’_[_ron cally.

1.

circumstance, loss, act, error or omneemn coutd reaeonably giv 'ns’e toa “Clalm” or “Loss” covered
under this Palicy;
2. Any “Claim” or circumstance prewously notlﬂed to a prior
to be the type of “Claim” or "Loss” covered*by, this Policy; or
3. Any circumstance ocourring, or act, error, or: omasston commi ‘{teci p ior toithe Retroact ve date”;

er that _ould reasonably e expected

Any criminal, dishonest, intentional violation of the faw: unfalr or:decepltive bysiness practice fraudulent or
malicious act, error or omission committed by “You” with actual criminal, dishonest, fr culent or ..
malicious purpose or intent; provided, however, this exclusion shail not app&y tor i

1. *Claim Expenses” incurred in defending any such “Claim” untll there is a final adjudrcatlon Judgment :
binding arbitration decision or conviction against “You” in such “Ciaim? or an admiselon by "You" i
establishing such conduct, or a plea of nolo contendere or no contes‘f _b “You” regarding such:
conduct, in which event “You” shall reimburse “Us” for all “Claim Expenses” thai “We” have pard and
“We" shall have no further Hability for “Claim Expenses” from such "Cialm_ + and

2. any of "You” who did nct personally commit or personally participats in commﬁtmg or pereonally
acquiesce in such conduct, except that the exclusion shalt apply with respectto “Your Organization”
if an admission, final adjudication, or finding in a procesding separate or colEaterel {o'the “Claim”
establishes that a current principal, partner, director, or officer of “Your Qrganization” in fact engaged
in such conduct;

Any “Claim” made by or on behaif of:

1. any parson or entity within the definition of “You” against any other Insured person or antity within the
definition of “You" provided this exclusion shall not apply to an otherwise coversd “Claim”® under
Coverage A madz by a current or former “Employes” of *Your Organization”; or

2. Any entity which:

a Is operated, managed, or controlied by "You” or in which “You” have an ownership interast in
axcess of fifteen parcent (15%;) or in which “You” are an officer or director: or

Powered by




»

B

With respect to insuring Coverage' on
directly or indirectly, from:

P

“'8UCCessOrs or assignees; or
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o. 'Operates, 'C'cf):r_jt_rofs, Or manages “Your Organization”, or has an ownershig interest of mors than
fifteen percent (15%) in “Your Organization™;

“YOEIr” activities as a trQ‘éfee, partner, officer, director, or “Employes” of any “Employee” trust, charitable
organization, corporafgi_o_h, Gompany or business other than “Your Organization®:

'infrir_j_g_tj—:_i'ment or violation of patent rights or misappropriation, theft, copying, display

“or pub;ica't:i:_c;ih f any tratle secret by, or with active cooperation, participation, or assistance of, "You”, any
S of *Your” former “Emi

oyees”, "Subsidiaries”, directors, officers, partners, trustees, or any of “Your”

| ading liabilities; the: menetary value of any electronic fund transfers or transactions
by:or'on behalf of “You” which is lost; diminished, or damaged during transfer from, into or between
accounts; or the face value of coupons, price discounts, prizes, awards, or any other valuable

consideration given in excess of_" he totai contracted or expected amount.

ay.any “Claim” or provide any benefit hereundler
payment of such “Clalm” or provision of such benefit
would expose "Us” to-any sanction, prohibition. 6f restrictior ‘under United Nations resoiutions or the trade
or economic sanctions, laws or reguiations ¢ n Union:

America.

& Eurepean Union;:United Kingdom or United States of

Any costs of updating, upgrading or remedi_aﬁon of “Your omp‘u__.i'rf-'system ' or “Your” “Digital Assets”;
provided, however, this exclusion shali not__a’pply_to “Restoratior: ©osts “otherwise covered under
Coverage G.2.; o :

Any failure of;

1. Teiephone lines; T

2. Datatransmission lines or wireless communications cofnection;,or n L

3. Other telecommunications equipment, facilities or slectronic infrastructure, inciliding equiprment ...
facilties or infrastructure that supports the operation of compu

nputer networks, in“c':!u'ding_‘théf’ihiemei)
which are Used to transmit or receive voice or data communications and which are:net under “Your” -
direct operational control or, if applicable, not under the direct operational control of “Your Service
Provider™, S

Any selzure, confiscation, nationalization, or destruction of, or damage to or Loss of Use of ari:\f"digitai
asset or *Your” "Computer Systems” by order of any governmental authority; - i

Ordinasy wear and tear, graduai deterioration of or failure to maintain “Digital Assets"_?_brf“"Compu‘ier
systems” on which "Digital Assets” are processed or stored, whather owned by “You" or others;

The physical “Loss” of, damage to or destruction of tangible property, including the “Loss” of use thereof;
provided, however, tangibe property does not include “Digital Assets”, but does include all computer
hardware;

any form of thirdt (3rd) party liability or other legal fiability, including but not fimited to, any lawsuits, claims
or demands by any third (3rd) party, “Employes”, officer, dirsctor or partrer,

NOTE: Exclusions P thru U apply to Insuring Coverage G only.
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V. DEFINIT:I_ONS.

A, “Act Of Terrorism” means

1. ' _any act certified: an "Act Of Terrorism” pursuant 1o the federal Terrorism Risk Insurance Act of 2002
‘Orig 'herwase declared an “Act Of Terrorism” by any government;
i\ :_. ny person or group of persons designated by any government as a terrorist
or ierrarist group: cr any act committed by any person or group of persons acting on behalf of or in
_ connection with.any organization designated by any government as a terrorist arganization; or
77 3¢ the use of fcrce or viotence and/cr the threat thereof by any person ar group of persons, whether
© . agting alone of; on behalf: ofor in connection with any organization or government, committed for
._-politicat, feligious, |cleo oglcal, o similar: Burposes, including the intention 2o influence any government
' "and/cr put the public; or any:section of thei ublic, in fear.

B. “Appttcattcn” means all applications, including: any attachments thereto, and all other information and
materials submitted by "You” or on“Your” behatf to "U_Sff.:_l__t_'_t connection with the underwriting of this Policy

C. “Bodily Injury” méans tn;'ury tc the body, sickness; or dise__a_se_ sustained by any person, and where
resulting from such injuries; mental anguish, t al injury, ‘shock; humifiation, emotional distress, loss of
consortium, or death. = . :

D. “Breach Response Costs™means the following fees costs ch_arges or expenses, if reascnable and
necessary, that “You” incur in respcndtng foa “Securtty Breach': during the "penod cf twelve (12) months
after “You” first learn of such “Secunty Breach”: - s ;

1. computer forensic professional fees and expeneee tc deter ine the cau é’*a’nd extent of such
“Security Braach”;

2. costs to notify customers or “Emptcyees affected or reascnably belle ad to.beaffected by such
“Security Breach”, including printing costs; pubhshlng ‘costs, pcstage expenses call center costs or
costs of notification via phone or e-mail; ' : 5

3. legalfess and expensas to determine whether “You” ‘are obfigated under appllcabie “anacy
Regulations™ to notify applicable regulatory agencies. or:6ustomers or “Emptoyees” affected or.
reasonably belisved to be affected by such “Security Breach”,- effact ccmplzance with any. apphcable
“Privacy Regulations”, draft the text of privacy notifications 1o Customers or “Emplcyees” affected or’
reasonably believed to be affected by such “Security Breach”, and ccordtnate the anvee‘ﬂgataon cf
such “Security SBreach™ or : :

4. “Credi Monitoring Expenses” ' :
Provided, however, "We" shail have no obligation to reimburse "You® toz” such "Breacn Ftespcnse
Costs" unless: S
{a) "You" provide an opinion that "You" are obligated under applicables * anacy Regu ations” to notify
regulatory authorities, customers or "Emplovess" affected or reasonably beheved 1o be affected by
such "Security Breach;" or

(o) "You" voluntarily incur such "Breach Response Costs® with "Our” prior written consent,

“Breach Response Costs” do not include “Your” overhead expenses or any salaries, wages, fees, or
benefits of “Your” “Employees”.

E. “Business Income Loss” means:

1. Earnings “Loss”; and/or
2. FExpenses “Loss”.
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“Business Income L6s8” does not inciude:

any contractual penalties;
“any costs or expe_ljses incurred to update, upgrade, replace, restore or otherwise improve any
* “Computer System” or “Digital Assets” to a level beyond that which existed prior to a “Network
L “Blsruption”; .
© 8)  anycosts or expenses Incurred to identify, remove or remediate computer program errors or

' vulnerahilities, or costs to update, upgrade, replace, restore, maintain or ctherwise improve any
. ‘Computer Syster” or "Digital.Assets”; or
24T any legal costs ol o “Loss” arising out of fiabllity to any third (3%party:;
- 5) “any “Loss” Inclrred as arésult of unfavourable business conditions; or
8]  any other consequantial of. damage.

“Claim” méans:

a preliminary or permanent injunction);
3. Solely with respect'to Coverage B., a “Regulatory C
4. A"PCIDSS Assessment”; or I )
5. Solely with respect to Coverage F., a “Cyber Extortion Threat

Muitiple “Claims” arlsing from the8ame:or a series of related or repeat
from any continuing acts, errors, or omissions shall be ¢ _
Poiicy, Irrespective of the number of claimants cr “You" involved in
deemned to have been made at the time of th&*irst such “Claim™
Section IX.A, .

CIS; errors; or omissions or
le “Claim” for the purposes of this

“Claim Expenses” means:

1. reasonable and necessary fees charged in the defense or settlement of “Claim” by:an'attorney
whom "We" designate or whom “You” designate with:cur prior written co"‘hf's‘en‘i,, suc:h :Conseﬁ’{?‘_npt to
be unreasonably withheld: and ' e

2. allother legal costs and expenses resulting from the investigation, adjustment, defense and appeal of.
a “Claim”, if incurred by “Us” or by "You” with “Our” prior written consent; however, “Claim i
Expenses” do not include “Your” overhead expenses or any salaries, wages, fees, or benefits of:
“Your employees” for any time spent in cooperating in the defense or“in_yést_ig’étion of any “C_[ai:rh"" or
circumstance that might lead to a "Claim”. o

“Computer System” means electronic, wireless, web o similar systems (ncluding. all Hardware and
software) used to process data or information in an analog, digital, electronic or Wireleés format, including
computer programs, electronic data, operating systems, and components thereof-including but not
fimited to laptops, personal digital assistants, cellular phones, media storage and peripheral devices,
media libraries, associated input and output devices, networking equipment, and electronic backup
equipment. With respect to Insuring Coverage G only “Computer System” means a “Computer System”,
over which “You" have direct operational contro! or that is under the direct operational control of a
“Service Provider”, used to process, maintain or store “Your” “Digital Assets”.

“Consumer Redress Funds” means any sums of money “You” are legally required to deposit in a fund
for the payment of consumer “Claims” due to a settiement of, or an adverse ludgment in, a “Reguiatory
Claim”.
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“Credit Momtormg Expenses” means the reasonable and necessary expense of providing free credit
report identity theft protection services, credit monitoring services, credit freezes, healthcare fraud
monitonng services, fragd alerts or call center services for customers affected or reasonably beleved to
be affected by a “Seourr’cy Breach”; provided, however, “We” shall not be obligated 10 reimburse “You® for
more than one (1) year. of credit monitoring services or identity theft protection senvices for customers who

areat £east eighteen {18) years old unless there is a rule, regulation, court ruling, requirement by &

attitory requiremeni requiring otharwise.

XCrisis Management Costs” means any reasonable and necessary fees and expenses *You” incur with
“Our” prior written cohsent to employ & public relations consuitant to avert or mitigate any material
-.damage to any of “Your” brands due to a "Newsworthy Event” that has arisen due to a "Security Breach”

of a*Claim” o Regulatory Claim’ " for:a “Pri vacy Wrongful Act”, regardless of whether the expenses are
incurred prror or subsequent o any ‘slich "Clam or “Regulatory Clalm” being made against “You”.

“Cyber»Extortlon Threat” means a credible ¥ "r_eet or connected series of threats made by someons
other than ‘a ditector, trustee or partner of * _:ur Orga e‘[lon

"omputer System”;
“Your” "Computer System”, such as

to introduce "Malxcrous Code" mto “Your" “

to interrupt “Your® "Computer System” ¢ interrupt access to

through a denial of service attack; '

3. to corrupt, damageor destroy “Your® ‘Oomputer System" of

4. to disseminate, divulgei or improperly utilize any personat; folgleie nfldentrai Corporate information
residing on “Your” “Computer Systems” taken’ as ' <D g

MO -

. "You" make such “Cyber-Extortion Payment" o) tefminate the “Cybe '"Extortlon Threat"-; and
3. the “Cyber-Extortion Payment” does not exceed the-amount “We" reasonably believe’ wou!d have
been incurred had such “Cyber-Extortion Payment” not; been made. : T

“Cyber-Extortion Expenses” means the reascnable and neoessary expenses
approval in evaluating and responding o a “Cyber-Extortion Threat”, However, *
Expenses” do not include “Your™ overhead expenses or any salarias;: wages fees, or beneﬁs of “Your®
"Employees”. = & =

“Damages” means;

1. Solely with respect to Coverages A, D and E, a monetary judgment, award or seﬁlement |ncludrog

a. Pre-judgment interest;

b.  Post-judgment interest that accruss after entry of the judgment or award and before “We” have
paid, offered to pay or deposited in court that part of the judgment or award Within the
appkcable limit of liabitity; and

€. subject to this Policy’s terms, conditions, and exclusions, punitive or exemplary “Damages”
{where insurable by the applicable faw that most favors coverage for such “Damages”); and

2. Solely with respect 1o Coverage B, “Regulatory Fines” and “Consumer Redress Funds®.
3. Solely with respect to Coverage H “PCI DSS Assessments”.
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“Damages” shall not inciude or mean:

17 “Your” future profits, restitution, or disgorgement of profits; or *Your” cost to comply with any order
- granting injunctive or non-monetary relief, including specific performance, or any agreement to
- provide such relief;
2.7 "Your” retum:or offset of fees, charges, royalties, or commissions for goods cor services already
provided or-contragted to be provided:
3. Fines or penafties of any nature, except "Reguiatory Fines”, "Consumer Redress Funds” and “PGi
DSS Assessments” as identified above;
& 4 Any amount fYou” are not financially or fegally obligated to pay;
B Multiple “Damiages”; Oz
8. Matters that may be deemed uninsurable under the law pursuant to which this Pclicy may be
* construad, f

“Denial of Service Attack” means inability of 4 1
Systems” throtigh the “Internet” dije to Lnguth tacks or deliberate overloading of band with
connections and/or web servers by meahs of the sendiria'of substantial guantities of repeat or irrelevart

' g access to the "Computer system” by third (3rd) parties

communication ordata with the intent &

“Digital Assets” means any électronic data; inciuding personalh
computer software over which *You” have direct control o for which.
assigned by “Your Organization” 1o a “Service Provider”. “Digital As
nardware of any kind.

Cirgéhiza_t_ioh” would have earned,
incurred, but which “Your

“Earnings Loss™ means the differ;éri'_ce batween the reventie that "Y; '
based on reasonable projections and the varlable costs that woul
Organization” would have saved as a resuit ofriot eaming that rg

“Employee” means any individual in “Your Oréjlag_i_z"é”éig_n‘::s”_service, ing §hg egr]_j};part—tlmé;_:seasonal, and
temporary “Employee”, who is compensated by salary, wages, fees orcommissions and over whom
“You" have the right to direct and control, but excluding any‘partner or director of “Your O_;gétnization”.

“Expenses Loss” means the additional expenses “Your Organization’, incurred to minimize the - .
suspension of business and to continue operations during the “Period of. Restoration” that ar ‘over and:

above the cost that “Your Crganization” reasonably and necessarily wotlid have incurred 16 conduct
“Your” business had no “Network Disruption” cccurred. These additionalexpenses do ngit'f"i:nclude any ..
“Restoration Costs” or any actual, reasonable and Nnecessary expenses "You” incur in response to as

“Network Disruption” in order to prevent, minimize or mitigate any furthiar darriage to “Your” “Digital
Assets”, minimize the duration of a “Network Disruption” or preserve critical evidence of any wrongdoing.

“Extended Reporting Period” means the period of time after the end of the “F‘b!_i’{_:y':b_eriod” for reporting
“Claims” as provided in Section VIil. of this Policy.

“Intranet” means a private computer network inside a company or erganization that usas the same kinds
of software found on the “Internst”, but only for internat use.,

“Internet” means the worldwide public network of computer networks which enables the transmission of
electronic data between different users, commonly referred to as the *Interne?”, including a private
communications network existing within a shared or public network platform,
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“Loss(es) means™

1. *“Business income Loss’;
./ "Restoration Costs”; and
. "‘Cyber-Extomon Payments” and “Cyber-Extortion Expenses”.

All "Losses aﬂsxng from the same or related underlying facts, circumstances, situations, transactions or

.+ events or re!_atsd “Ssc_u__rzty Compromises” shail be deemed a single “Losg”,

““Malicious 'Code’f_;;'_rﬁééns any unauthorized and corrupting or harmful compuier code, including bui not

limited to computer :irusss, spywsife, Trojan horses, waorms, logic bombs, and mutations of any of the

proceedmg

“Medla Content” means data, d|g|tal code, |mages graph cs, sounds, text or any other similar material.

“Multlmedla'Wrongful Act” mea“ s any of th followng acts committed in the ordinary course of “Your”
Organizations business in gathering;, com tnicatin producing, publishing, disseminating, displaying,
releasing, transmitting or disclosing “ Media content” via any “Computer System® that “You” own or
operate or is operated.on “Your® behalf by a ?hnfd (3rcl) party, including any web-based social media
authorized or operated by “Your” Orgamzat‘ c riintranat” website, or via any non-
electronic media; Gl

liction:of emotional distress, outrage,

1. defamation, libel, slander product d|sparagement trade |be .
nt - the reputation or character of

outrageous conduct, or other: tort. related to dlspar
any perscn or organization; T
2. invasion of or interference with the right. to privacy or publicity;:

3. false arrest, detention or imprisonment or-malicious prosecu“txon

4. infringaement of any right o private occupa cy,' mclud ing trespass
eavesdroppmg,

5.

trademark service mark service name or trac%s name
6. plagiarism, piracy or misappropriation of ideas; or -:!
7. liabiity regarding any Madia Content for which “You™ are responsibls

provided always that any “Muttimedia Wrongful Act” was committed 0 alieged o have been oommuﬁed
by “You", or any person for whom or entity for which “You” are legall y responslble |nclud ng an :
independent contractor or ouiscurcing organization. . :

“Newsworthy Event” means an event that has been caused by a "Claim™ 6 “._S'éCurity Braach” y\_kith’in one
of the coverages which “You” have purchased, that has been publicized throtigh: ary media channel,
including television, print media, radio or electronic networks, the “internet”, and/or electronic mail.
“Network Disruption” means any of the following events:

1. A detectabie failure, interruption or degradation of the operation of “Your" “Computer System”; or

2. The denial, restriction or hindrance of access 1o or use of “Your” *Computer System” or “Your”
“Digital Assets” by any party who is otherwise authorized 1o have access.

More than one such event that resuits from the same or related underying facts, circumstances,
situations, transactions or “Security Compromises” shali be considered a single “Network Disruption”
which commences on the date of the earliest of such events.
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“PCI DSS Assessme’n___t(s)” means a written demand received by “You” from “Your” Acquiring Bank or a
card association (MasterCard, VISA, Discover, American Express or JCB) for a monetary assessment of a
pe._r'_é_qéxity or fine due to “Your” non-compliance with “PCi Data Security Standards” further to the terms of
“Your' Merchant Serviges Agreement,

“PC'I';'Dat . Security,.:_. andards” (known as PCl DSS) means the published data security standard in

- effect now rereafter amended that all merchants and processors must follow when storing,
+ processing and transmitt

ng cardholder data.

“Period of Resto
th’e.ea;!ier of:

raton’ means the time period from the commencement of a “Network Disruption” o

1.+ 'the date that "Yciﬁr"i_:Z:fff_(_‘;orhput___e_;'if_'}'Sﬁié'téhﬁ"";"is,k or with reasonable diligence could have been, restored to
the condition and functionality that existedimmediately prior to the “Network Disruption:; or

2. sixty (80) consecutive days after the termination f the**Network Disruption”.

*Policy Pericd” means the period-of tin

PPolicy, or any earlier cancellation date.

“Privacy Breach” nidans a’jdﬁommon law breach of confidence nifringement, or violation of any rights to
privacy, including but not fimited to breach of¥our’. privacy statement, breach of a person’s right of

publicity, false fight, intrusion pon a person’s seclusion, public d
information, or misappropriation of a person’s picture or nam

or regulation requiring “You” to

“Privacy Regulations” means ahirif@deral, state, local or foreign stat
ublic information in “Your”

limit or control the collection, use of, or access to, personally ickentif
possession or under “Your” control, or obiigating “You™ to inform;
-public informiation, ine

to or disclosure of such personally identifiabl

( ng thefellawing statutes and
reguiations: -

1. The Health Insurance Portability and Accountabllity'!\ctpf 1996 {(Public Law 104-1 91), including Title
Il requiring protection of confidentiaiity and security:of electronic protec °d health information, and as
amended by the Heaith Information Technology for Egenomic and Cinical Heal ct(HITECH),.any
rules and reguiations promulgated thereunder as they currently exist and as'a ed, andany
related state medical privacy laws as they currently exist and & amended:; .

2. The Gramm-Leach-Bliley Act of 1999, aiso known as the Financial Services Moderriization Act of =

1989, including sections concerning security protection and stand'ard_S;__for__gustome’r'reoords i
maintained by financial services companies, and the rules and regulations promulgated thersunder as
they currently exist and as amendead: g 3 o

3. Section 5(a) of the Federal Tracle Commission Act, 15 U.S.C. 45(a), but solely with respect to alleged
unfair or deceptive acts or practices in or affecting commerce; B

4. Federal, state or local privacy protection regutations or laws, such as the California Database
Protection Act of 2003 {previously called SB 1386), as they currently axist now of may be amended,
associated with the control and use of, or limiting “Unauthorized Access” to, personal information,
including but not limited to requirements to post privacy policies, adopt specific privacy controls, or
inform customers of breaches of security that has or may impact thelr personal informazion:

5. Federal, state or local data breach regulations or laws, as they currently exist now or in the future,

imposing liability for failure to take reasonable care to yuard against “Unauthorized Access” to credit

or debit account infermation that is in “Your” bossession or under “Your” control;

Identity Theft Red Flags under the Fair and Accurate Crediit Transactions Act of 2003;

7. Federal and state consumer credit reporting laws, such as the Federai Fair Credit Reporting Act
(FCRA) and the California Consumer Gredit Reporting Agenicies Act (CCCRAA);

8. the Chiidren’s Online Privacy Protection Act of 1888; or
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9. _Prlvaoy protectton regulations or laws adopted by countries outside of the United States, such as the
#EL Data Protecti fon Directive and the Canadian Personal Information Protection and Electronic
Documents Act, as they currently exist now or may be amended, associatad with the collection,

’j_ control and use of or imiting “Unauthorized Access” to, personal information.

“Prwacy Wrongful c t" means any “Frivacy Breach” or breach of "Privacy Regulations” committed by

¢ *You" orBy anyperson orentity for which *You” are legally responsible, including an independent
- contractor or outsourcmg organization.

means physma |njury to or destruction of any tangible property, including the loss

“Regulatory Claim” 'mea

1. arty."reqt_test for information, civil inve
administrative or regulatory. agency or
possible breach of “Privacy ?tegulat ; : ,

2. any administrative adjudicative proceedmg agalnst “You" by an admznnstratlve or regulatory agency or
simitar govemmenta body for a breach of

atve demand or formal :nvestigahon of “You" by an

Hoy ex ted pnorto sustatmng any
“Loss” Ifsuch® Digitat Assets” cannct be rep!aced restored or recreated then:

1.

subject to regular netwaork backuup procedures at’ the time.of the “Los
2. any costs O expenses incurred 1o update upgrade replaoe restore o

3. any Costs or expenses incurred to identify, remove or remed ate Computer program errors: or
vuinerabilities, or Costs to update, upgrade, replace, restore, maintain or otherwise | improve any
"Computer System”; S

4, the economic or market value of any "Digital Assets”, including trade secrets

“Retroactive Date” means the date specified in the Poticy.
"Security Breach” means:

1. theloss or disclosure of personal, non-public information of customers or "Employees” in “Your”
carg, custody or confrol, including such information stored on paper or on a “Computer System”
operaied by "You® or on "Your” behalf; or

2. “Theft of data”, "Unauthorized Access” to or “Unauthorized use” of personal, non-public information
of customers or “Employess™ in "Your” care, custedy or control, inciuding such information stored on
paper or on a “Computer System” operaied by “You' or on “Your” behaif:

that resdlts in or may result in the compromiss of the privacy or confidentiality of such personal, non-
public information.
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More {fiah one “Sec’Ufii‘t_yiBreach” arising from the same or a series of continuous, repeated or related
acts,.arrors, or omissio’h‘s; shall be considered a single “Security Breach”, which shall be deemed to have
first-oceurred at the time of the first such “Security Breach”.

“Security Compromise” means:

1. 1e.tUnauithorized Access” or use of “Your” “Computer System” or “Your” “Digital Assets”:
ransmission of computer code into “Your” “Computer System” that causes “Logs”
or damage to “Your” “Digital Assets”; or
‘8., A"Denial of Service Attack”.on “Your” “Computer System” that causes “Loss” or damags to “Your”
- fDigital Asset: "

or omission committed by “You" or a person or entity for
independent contractor or cutsoursing organization, in
d the protection of the security and confidentiality of
sults |

which “You" are legally reébonsi.i?!é, including a
the conduct of ":Computer Systems” security
“Your” custorrer records or information, that

1. The inabliity of'a third (3% party, who'|

2. The failure to prevent or hinder “Unauthorized Access” 1o :
System” operated by-%You® or on “Your”beha failure to

firmware "You" control,ithe failure to prevent pedple or
prevent false communications des :

as “phishing”, “pharming” o i :

a. The aiteration, copying, coprUption,_;_destruc’céon

a “Computer System™ operated by “You” or on

b.  Unauthorized disclosure of commercial,.personal or p

c.  “Theft of data” (including identity theft '

d. Denial of service attacks against “Intemet” sites or * Gomput

3. The failure to prevent transmission of “Malicious code” from a “Computer

or on “Your” behalf to a third {3rd} party’s “Comptiter System”,

“Service Provider” means any third {3rd} party that is responsible forthe processing;:
protection or storage of “Your” "Digltal Assets” pursuant to a written coritract direGty with “v
Organization”. A “Service Provider” does not include any provider of telecommuriications sérvices,
including “Internet” access, to “You'. £

“Subsidiary” means any corporation where more than fifty percent (55%)6? the clitstanding sec_gqﬁi_{i:éé
representing the present right to vote for the election of such corpcration’s--d_igeb’to@ are ownedby the
Named Insured directly or indirectly, if such corporation was so owned on tHe inception date of this Policy;
or . :

1. becomes so owned after the inception date of this Palicy, provided the revenues of the newly
acquired corporation do not exceed fifteen parcent {15%) of “Your Organization’s” annual revenues
as get forth in its most recent audited financial statemsant: or

2. becomes s0 owned after the inception date of this Policy, provided that if the revenues of the newly
acquired corporation exceed fifteen percent (15%) of “Your Organization’s” annual revenues as set
forth in its most recent audited financial statement, the provisions of Section IX. G. must be fuifilled.

“Theft Of Data” means the unauthorized taking, misuse or disclosure of information on “‘Computer
Systems”, including but not limited to charge, debit, or credit information, banking, financial and
investment services account infermation, proprietary information, and personal, private or confidential
information,

powered by



¢ BCS Insurance Company

e BOCS 2 Mid America Piaza, Suite 200

WW,

Oakbrook Terrace, IL 60181

“Un_au'th'orized Acce‘s_sf’ means the gaining of access to a “Computer System” by an unauthorized
pereoh or an authorizedf-person in an unauthcrized manner,

“Unauthorszed Use” means the Use of a “Computer System” by an unauthorized person or persons or
an’ authonzed person !n an unauthorized manner,

: A . the entity nemed in the Pollcy' {Named insured) and its “Subsidiaries” (togsther “Your Organization™);

'3?2__._ Any present or future.dwector offscer ‘or trustee of “Your Organization”, but only with respect to the
performance of his'or her du’nes as suoh on behaif of “Your Organization™;

'r Org_enszatxon but only with respect to work done while
nd related to the conduct of “Your

3. Any present or future “Employee of "¥,
acting within the scope of ?)ls or
Organlzataon s” busxness '

4. Inthe event that ’zhe Named Insured is:a partnershi p, hmlt“
company, then any generai or managin :part
within the scope of hxs or her duties as suc

| liability partnership, or fimited liability
Or.owner thereof, but only while acting

5.
required relationship WIth “Yo i Organizati on” bu
her duties as such on behalf of “Your Qrganization”
8. ator ives of any of “You” in the
e;deht@ihet “You" would
7.
8.

an insured under this Po oy, but only In respect of sums Wwhich they become legally’ obllgated to ;'5";
pay (including liabiity for claimants’ costs and expenses) as a resuttof a “Claim" ansing solely out of
ar act, arror or omission committed by "You”, provided that: :

a) “You" contracted in writing o indemnify the third {3 party for such a "Clal ‘;_ prior to it firet-‘bé’ihg
made against them; and EA
b} had the "Claim” been made against *You”, then “You” would be entitled to mdemn ty under this
Folicy. .

As a condition 1o "Our” indemnification of any third (3% party they shall prove to “Our” satisfaction that
the “Claim” arose solely out of an act, error or omission committed by “You™; and where a third (3%
party is indemnified as an additional Insured as a result, it is understood and agreed that any “Claim”
made by that third (3™ party against “You” shall be treated by “Us” as if they were a third (3 party, not
an additional Insured.
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Vi. LIMITS OF 'ﬂrABruTY £

A

The amount indicated | |n the Policy as stated within the Limits of Liability (herein the Poli fcy Aggregate Limit
of: Llab ty) is the most*We” will pay in the aggregate under this Policy, under all coverages combined, for:

w20 al Gnsre Management Costs" and "Breach Response Costs” from all “Security Breaches™: and
3. -all “Losses" :

: regardfees of the number of acte-, errors, or omissions, persons or entities covered by this Policy,

olarmants “C%alrns” “Iosses” or “Securrty Breaches" or Coverages triggerad.

privacy act, sub;eot to the amount mdrcat
for alt “Damages®and-“Claim Expenses
2. the amount ndrcated as: the Per Clarm/
most “We" will pay for’ a!! i r
from each “Regulatory Glaim” arising out of a vacy aot ssubject 1o the-afmount indicatad as the
Aggregate Sublimit of !_lablhty under Coverage B for ali “Regu atory 85 ” and “Clarrn Expenses”
from ail such "Claims”; : ) “
3. the amount indicated as the Pet’ Claim/Breach Sublimizof Liabilit apphcable fo Coverage C.isthe
most “We" will pay for alf “Crisis Management Costs” and “Breach Respdnse Costs” from each
“Security Breach”, subject to the amaourit mdrcated as the Aggregate Sublimit of Liability under
Coverage G. for all “Crisis Managament Costs" -and “Breac:h F{esponse Goets’f_ fromiafl “Securrty
Breaches™;
4, the amount indicated as the Per Ctelm/Breach Sublrmrt of Lrabllrty appl‘ ble to Coverage . is the
most “We" will pay for alt “Darmages” and “Claim Expensee” from each “Glaim” arisi in .obit of 2
security act, subject to the amount indicated as the Aggregate Sublimit 6f:Lj
for all "Damages” and “Claim Expenses” from all stuch’ “Claimss and
8. the amount indicated as the Per Claim/Breach Sublimit of Ligbility applicable to Cova c E is the
most "We" will pay for all “Damages” and "Claim Expenses” from each “Claim” arising.cut of a _
“Muttimedia Wrongful Act”, subject o the amount indicated as the Aggregate Sublimit of Lrabrhty. =
under Coverage E. for aff “Damages” and “Claim Expenses” from ali stich “Claims”: and o
6. the amount indicated as the Sublimit of Liatifity applicable to Ooverage F. is'the most “We” will pay
for ali “Cyber-Extortion Payments” and “Cyber-Extortion Expenses” froni each‘ "Cyber Extortion
Threat " and alt “Cyber-Extortion Threats” in the aggregate; and
7. the amount indicated as the Sublimit of Liability applicable to Coverage G. is the meet “We" will pay
for all "Businass income” “.oss™ and from each “Security Compromise” and all "Securrty
Compromises” in the aggregate; “Restoration Costs” from sach “Security Cormpromise” and all
“Security Compromises” in the aggregate such Per Claj im/Breach/Cyber-Extortion Threat /Security
Compromise Sublimit of Liability and Aggregate Sublimit of Liability being referred to harein as the

“Sublimits of Liability”, each of which is part of, and not in addition 1o the, Policy Aggragate Limit.

a5 the Aggregate Sublimit of Liability under Coverage A.
m all such "Clalms”

If any “Claim” or any single *Claim” is covered under more than one Coverage, the highest applicable
“Sublimit of liability” shall be the most “We” shall pay as to such “Claim” or single “Claim” and such
“Claim” or single “Claim” shall be subject to the hghest applicable retention.
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RETENT;O&e

The retention for each Covefage is stated in the Policy. The applicable retention shall be first applied to
“Damages”, “Claim Expenses”, "Losses”, “Crisis Management Costs” and “Breach Response Costs” covered

= by this Policy and “You” shalt make direct payments within the retention to appropriate other parties
; ‘designated:by. “Us”__ “We” shall be Ilable only for the amounts in excess of the retention, not to exceed the
' apphcable “Sub_‘f '

_ 'Wath respect to Coverages A, B D, E and:G the retention shall be satisfied by “Your” payments of “Damages”

and “Glalm Expenses" resu!ting from “Glatms first made and reported to “Us™ during the “Policy Period” or

‘be satisfiad by “Your” payments of "Crisis Management

With respect o] Coverage CandF, th ' _
a“Sec rlty ‘Breach” that occurred durlng the “Pohoy

Coets and "Breaeh Response Cosis?

‘amourt et forth in the Policy applies cnce the “Period of
1S exeeede_d the "Watlng Peri od" in heure sat forth in the

agreeto repay “Us” immediately after “\Ne;’ no”m‘y You" of the payrpentf_
applied to any “Loss” covered by this Policy that is paid by “Us”, or hy:H)

he appl;oeble retentton shall first be
* prior written consent.

A, Basic “Extended Reporting Period”™: in the event of cancel!anon' or non- renewal of this Poli cy'by “You" or
“Us", an “Extended Reporting Period” of sixty (60) days n’nmedlaiely foliowmg such cancellahon ornon:
renewal shall be automatically granted hereunder at no additional:premium. Such "Extended Reportmg
Period” shall cover “Claims first made and reported fo “Us” during stishi‘sixty (60} day “Extended
Reporting Period” but only in respect of any act, error, or omission commiltted prior to the date of
canceliation or non-renawal, and subject to all other terms, conditions; and exc!uspns of this Poli iy, No
“Claim” in such sixty (60} day extended reported period shall be covered tinder this Policy if “Yolitare
entitied to indemnity under any other insurance or would have been entitied to mdemmty under such
insurance but for the exhaustion thereof, S

B. Cptional "Extended Reporting Pariod”: In the event of cancellation or non- renewa! 0f th is:Policy by “You"
or “Us", “You” shail have the right, upon payment in full and not proportionally or othérwise in part, of
hundred percent (100%) of the annual premium shown in the Policy, to have issued an endorsement
providing a twelve (12} month optional “Extendad Reporting Period” fram the canceliation or non-renewal
date.

1. Such optional "Extended Reporting Period” shall cover "Claims” made and reported to “Us” during
this optional “Extended Reperting Pariod”, but onty In respect of any “Claim” arising out of any act,
error, or omission commitied prior to the date of canceltation or non-renewat, and subjsct to ail other
terms, conditions, and exclusions of the Policy.
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In otder for “You:{o invoke the optional “Extended Reporting Period”, the payment of additiona

- premium as statediin this provision must be paid to “Us” within thirty (30) days of the non-renewal or
- canceliation. :

. At the commencement of the optional “Extended Reporiing Period”, the entire premium shall be
 deemed fully earned, and in the event “You” terminate the optional “Extended Reporting Period” for
“whatever reas Fprior 1o its natural expiration, “We” will not be liable to return any premium paid for
otional “Extended Reparting Period”.

i

. At renewal of t s Policy, "Qur” quotation of different premium, retention or limit of indemnity or
. "'i.:changes in poiicy-languagé shall i t constitute non-renewal by “Us” for the purposes of granting the
~optional “Extended ReportingiPariod”,
2. The right to the “Extended Reporting Peri
hori-renew due to non-payme '
3. The limit of liability for the “Exter
limit of liability for the “Policy Pefiod?,
4. Al notices and premium payments with respect to the “Extended Reporting Period” shall be directed

10 “Us” “{hrough.:_the_;entit_y named in the Policy.

IX. TERMS AND CONDITIONS

1. Ifany "Clam” is made against “You" dtﬁ’kimg”the “Policy Perig

“You” become aware of such “Claim”, “You must forward to-5Us” 1
Policy every demand, notice, summons ar.other process “You” or:
2. i during the “Policy Period”, “You” becomes aware of any act, errc
reasonably give rise to a “Claim” or “Loss”, “YOu’-j.i.mgs‘['-gi\;:s_ written not

named in the Policy as soon as practicable during the “Policy Period” of;

oh persons named in the
” representative receive.
ions that might

10 “Us” throligh persons

a. The specific details of the act, error or omission that miglj't" 'reésonabfy' aivstise to
“L 038" E _

b.  The possible damage which may result or has resulted from the:act, eror or c_)__r'ﬁi'ssion;

c.  The facts by which “You" first became aware of the act, errgr, omission or “Loss™; and = .-

d.  Any “Computer System” security and avent logs which provide évidsnce of the act, erroror
omission.

Any subssguent “Claim” made against “You® arising out of such act, error br_ Q_rﬁisfsion or “Loss”
which is the subject of the written notice will be deemed to have been made af the time written
notice complying with the above requirements was first given to "Us”, =

3. A'Claim” or "Loss” shall be considered to be reported to “Us” when notlice is first given 1o *Us”
through persons named in the Policy or when notice of a Wrongful Act which might reasonably give
rise to a “Claim” is first provided in compliance with IX.A.2 above.

4. I *You” report any “Claim”, “Loss” or request any bayment under this Poficy knowing such “Claim?,
“Loss” or request to be false or fraudulent, as regards amoints or otherwise, this Poiicy shall
become nuil and void and all coverage hereunder shall be forfeited,
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Whenever coverage under this Policy would be lost because of non-compliance of Section [X.A.1.
 relating to the giving of notice of “Claim” or “Loss” to “Us” with respect to which any other of "You”
““shall be in defautt solely hecause of the failure to give such notice or concealment of such failure by
srone or more “You? responsible for the loss or damage otherwise insured hereunder, then “Wea” agree
ithat s : as weuld otherwise be afforded under this Policy shall cover and be paid with
‘respect to these of “You" who did not personally commit or personally participate in committing or
personally acquiesce in'such failure to give notice, provided that those of “You” entitled to the benefit
of this provision under Section IX.A.1. have complied with such condition promptly after obtaining
knowledge of the failure of any’ others of “You” to comply therewith, and any such “Claim” or “Loss”

: o was reported during the “Pohoy Pericd” or “Extended Reporting Period”, if applicable.

B. ASSISTANCE AND COOPEF{AT!ON :

1.

"f'However such msurance as afforded by this provision shali not cover & "Claim” or "Loss” against
“Your Organization™if a curren’s principal; partner, director, or officer failed to give notice as required
by Settion IX.A.1. for a “Claim” or “Loss” dgainst “Your Organization” arising from acts, errors, or
om‘iés'ohs"that were known’f-to a current fer, director, or officer.

“You" shall coopera‘ie with “Us” in all inves tigations. “Yoi:shall execute or cause to be executed all
papers and render all assistance as requesied by “Us”. Part of this assistance may require "You" to
provide soft copies of “Your” system seouni’y and event Iogs

Upon “Cur” request, “You" shall assist in mak ng seﬁlem nts. “.:Tl..tG‘[ of stits and in enforcing

2. nthé c
any right of contrilzution or mdemmty against any: per i
because of acts, errors, or cmigsicns with respect to.y
and "You" shall attend hearings and tnals and assist in securi
the attendance of witnesses.

3. "You" shali not admit liability, make any paym assume any ob :
into any settlement, stipulate to any judgment or award or dispose of a
written consent, unless otherwise provided under’ Sectlon |I '

“Security Breach” “You” must also give “Us” coples of reports photograph snvestlgatsons
pleadings and ak other papers in connection therewith, inclliding. afiowing “Us” to ques‘uon You"
under cath at such times as may be reasonably required regarding-*Your Organization’s” books L
records, and any other maiters relating to such “Security Breach” Or “O!a|m” A

5. Inthe event of a “Security Breach” or "Loss”, “You” must take ail reasonabie steps to protect
“Computer Systems” and personally identifiabie, non-public information from further access,

disclosurs, loss or damage.
C. DUTIES
1. DUTIES IN THE EVENT OF A CYBER EXTORTION THREAT (applicable to Coverage F only)

“You" must assure that the following are done if “You” notify “Us” of a “Cyber-Extortion Threat™:

8, "You" must keep the terms under Coverage ¥. confidential, fo be shared only with necessary
management and potertial law enforcement authorities in the course of responding to a Cyber-
Extortion Threat; and

b, Cooperate with oulside govemmental authorities, where necessary, to effectively mitigate the
exient and nature of any cyber extortion expenses.
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_Witﬁih three (3) :b'us_;'_ness days of any “Cyber-Extortion Threat”, “You® must keep “Us” fully informed
- Of &l deveiopments; incfuding any demands.

DUTIES IN THE_-__: ‘?ENT OF A 1.OSS (applicable to Coverage G only)

EX

‘must

" :;_‘;’You I that the following are done if “You” send “Us” a “Loss” notification:

a. At "Our” request, notity the police, FBI, CERT or other applicable law enforcement authority,
central reporting or investigative organization that “We” may designats, if it appears that a law
may havé been broken;:-
Immediately take all reasonable steps and measures necessary to limit or mitigate the "Loss”;
Send “Us” copies:of every dgmad, notice, summons, or any other applicable informatfon “You”
receive; i - :
d. Ifrequested, permit “Us” 4o question
“reasohably required about matters n
records; .
e. Send “Us” asworn statement:of 4 gantalfiing the information "We” request to resoive,
settle or.otherwise handle the “Loss”, “We” wifl provids “You" with the necessary forms:
f. Cooperate_-v:\iith s" and counsal “We” may appointin:the investigation of any “Loss” covered
by this Policy;: ¢ . .. : ,
g. Assist “Us” and'ounsel “We” may appoirit
h.  Assist "Us” in protécting and enforcing ai
against any person, organization or othe
depositions, hearings ahd trials; and
i Otherwise assist in securing and giving documentation and
attendance of witnesses. :

You™ under oath at such times and places as may be
iting to thisiinsurance, including “Your” books and

SUBROGATION

o any subféﬁgaﬁon and
uired and wilF do
bring suit in “Your? name.

In the event of any payment under this Policy, “You? agrée to give “Us” the i
recovery to the extent of "Our” payments. "You” agres to: Xecute all papers
everything that is reascnably necessary to secure these ___.ighfc_é"’to enable “Us™ j
“You” agree to fully cooperate in “Our” prosecution of that suit, “You™agree not ary action that. .
could impair “Our” right of subrogation without “Our” written consant whither or not “You” have incurred
any un-reimbursed "Loss”. Any recoveries shali be applied first to subrogation expenses, second to
“Damages” and “Claim Expenses” paid by “Us”, and third to the Retention: Any additional amounts
recovered shali be paid to “You”. i

INSPECTIONS AND SURVEYS

“Wse" may choose to perform inspections or surveys of "Your” operaticns, condict ini_eFViews and review
documents as part of our underwriting, our decision whether to provide continued orimedified coverage,
or our processing of any "Loss”. if *We” make recommiendations as a result of thesé Inspections, “You”
shiould not assume that every possible recommendation has been made or that “Your” implementation of
a recommendation will prevent a “Loss”. “We” do not indicate by making an inspection or by providing
*You" with a report that “You” are complying with or violating any laws, regulations, codes or standards.

OTHER INSURANCE

This insurance shali apply in excess of any other valid and collectible insurance available to “You”,
includlng any retention or deductible portion thereof, unless such other insurance is written only as
specific excess insurance over the Limit of Liability of this Policy.
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G. ACTION AGAINST US

No’fe’i’ction shall lie against*Us" or “Our” representatives unless, as a condition precedeant thersio:

i there shall have been fult compliance with all terms of this insurance; and

2. “untilithe amount of “Your” obiigation to pay shall have been finally determined either by judgment or
award: agamst “You” after trial, regulatory proceeding, arbitration or by written agreement between
"You” the clalman’ and “Us".

—

-:.fAny person or orgam tion or the Iegal representative thereof who has secured such judgment, award, or
written agreerment shall thereaftérbe entitled to make a “Claim” under this Policy to the extent of the

' insuraﬂce afforded by, this, Pohcy No person or organization shall have the right under this Palicy to join
“Ulg" as a party to an ac’uon ‘or other prooeeding against “You” to determine “Your" liability, nor shall “we”
be !mpleaded by “You” or“Your” gal representative.

US:’!

of olir obligations hereunder.

“Your” bankrupfoy or insclvency ¢

H. ENTIRE AGHEEMEN’TL.

By acceptance of the Pohcy, “You” agree that_ s Policy embod ies all agreements between “You* and
“Lis” refating to this | snsurance Notice to any agent or.knowledge ole ssessed by any agent or by any other
person shail not eﬁect a waiver or a change in any_.part of thls Poligyor stop “Usg” from asserting any right

Buring the “Poficy Period”, if “You” aoqwre another corporailon whog “annual revenues are more
than fifteen percent (15%) of “Your Organlzat on’s” annual revenues as set fi it in j'*‘;nost recent
audited financial statemeryis there shall be tio” coverage under this Pof ficy-foracts, errors, or
omissions committed or allegedly committed by the newly acquired “Subsmi:ary” un!ess’-.f‘You” give
"Us” written notice of the acquisition containing full detalls thereof, and "We" have agroo
coverage for the newly acquired “Subsidiary” upon such’ terms, conditions;.and hmnt ions ¢
coverage and such additional premium as “We”, in “Our” sole: dlscretzon may' reqmre _ o

2. During the “Policy Period”, if the Named insured consotidates or. merges with or s aoquured by
another entty, or sells substantially all of its assets to ancther en*my, Or areceiver, conservator i
trustee, liquidator, or rehabilitator, or any similar official is appomted for.or with respect to the Narned
insured, then all coverage under this Policy shall continue to the exp|rat|on ‘of the “Policy Perlod” but
only for losses, acts, errors, or omissions that occurred prior to the da’ce of such consolidation;
merger or appointment,

3. Should a corporation cease to be a “Subsidiary” after the inception date of ihls Poflcy, coverage with
respect 10 such corporation shall continue as if it was still a "Subsidiary” untif the expiration date of
this Policy, but only with respect to a “Claim” that arises out of any act, error.of 6frission committed
such corporation prior to the date that it ceased to be a “Subsidiary”.

4. Al netices and premium payments made under this paragraph shall be directed to “Us” through the

entity named in the Policy,

1.

J.  ASSIGNMENT

“Your” interest under this Policy may not be assigned to any other person or organization, whather by
operation of law or otherwise, without our written consent. If “You” shall die or be adjudged incompetent,
such insurance shall cover “Your” legal representative “You" as would be covered under this Policy.
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K. CANCELLATION AND NON-RENEWAL

'{hlg{-Poiicy may be can;t@g_}led or non-renewed by "You™ at any time on request by sending a prior written
notice 1o “Us” stating when thereafter the cancellation will be sffective.

el this Policy, except for nonpayment of Premium. If “We” cancsl this Policy for
smitim, “We” will provide “You" with at least twenty (20) days advance written

neelled by “You®, “We" shall refund the unearned Premium computed in accordance
~with the customary short:fate table. If this Policy is cancelled by “Us”, the refund of paid Premium
- shall be compiited ata. Payment.or tender of any uneamed Premium by “Us” shall not be a
“eondition: precedsr L >ffe 1€ f such termination, but such payment shall be made as
soon.as practicable. No Premium will be refunded where any “Claims” or circumstances have been
notified tinder this Policy.

U7 with at least sixty (B0) days written notice before
than sixty (60) days before expiration, Coverage will
otice is_f-‘;mailed. The Premium due for any period of

toantil.sixty (60) days aftg
Coverage that extends beyond the e
Policy's total Premilm:for the expiring Poliey P

4. Any ofter to renaw this :i’i"olicy orterms involving.a chang
other terms or conditions will:not.constitute a refusal

WORDS AND TITLES OF PARAGF'EAPHS i

The tities of paragraphs, section, provisions, or efidorsements of or.
gonvenience and reference, and are ot deemied in any.way to limit or expand t
they relate and are not part of the Policy. Whenever the singular formof & word s used hergin, the same
shail include the plural when required by context. ™ & .

NAMED INSURED AUTHORIZATION

The Named Insured first specified in the Policy has the right ancj;:dﬂiy_ t_(_ﬁ'f:}act on “Your" behal

The giving and receiving of all notices relating to this insurance;
The payment of premiums, including additional premiums; o
The receiving of any return premiums; T
The acceptance of any endorsements added after the effective date &f coilerage;
The payment of any retentions; o
The receiving of any loss payments; and
Otherwise corresponding with “Lis”.

Noghon =

REPRESENTATIONS BY YOU

By acceptance of this Policy, “You” agree that the statements contained in the “Application”, any
“Application” for coverage of which this Policy is a renewal, and any supplemental materials submitted
therewith, are “Your” agreements and representations, that they shall be deemed material fo the risk
assumed by "Us”, and that this Policy is issued in reliance upon the truth thersof,

The misrepresentation or non-disclosure of any matter by *¥ou” or “Your” agent in the “Application”, any
“Application” for coverage of which this Policy is a renewa, or any supplemeantal materials submitied
therewith wil render the Policy nuli and void and rellave “Us” from all fability under the Policy.
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. SERVICE OF SUIT CLAUSE {U.S.A)

1. '_'-_j',lt is agreed that in’ the event of “Our” failure to pay any amount “Claimed” to be due under this Pclicy,
at "Your” request AWe™ will submit to the jurisdiction of a court of competent jurisdiction within the
- United States. Nothlng in this clause constitutes or should be understood to constitute a waiver of
o) rights to commernce an action in any court of competent jurisdiction in the United States, 1o
remove an action to a United States District Court, or seek a transfer of a case to another court as
perm|tted by the laws of the United States or any state in the United States. It is further agreed that
service of process in such suit, may be made upon "Our’ representative, designated in the Policy,
o and that in anly:suit mstltu’red____ gainst any one of “Us” upon this contract; “We” will abide by the final
=decision of suoh court or:0f-any appelflate court, in the event of an appeal.
2 ““Our representat!ve des;gnated inthe’ Pohcy is authorized and directed to accept service of process
o "OH “Cur”behalf in any ‘such . and/or upon “Your” reguest to give a written undariaking to “You”
that they wi I enter a general poen “Our” behalf in the event such a suit shall be
instituted. o e
3. Pursuant to any statute of an -slate, tem, ry, or-' ic;t of the United States which makes provision
therefore, "We’; hereby desi gnate e Superintendent; Commissioner, or Director of Insurance or
other officer speq_;_f__led for that purpose in the statute, or his sticcessor in office, as “Our” rue and
lawful attorney ub’on whom may be served any lawful‘procéss in any action, suit, or proceeding
instituted by or on'behalf of fYou” or any benefici ry_hereund' arising out of this Policy, and hereby
designate "Our” représentative listed in the Pohciy s the person to whom the said officer is
authorized to mail such process or a true copy:thereof, = o

P. CHOICE OF LAW

Any disputes involving this Policy shalt be rg’sfb ed applying the iaw daagnafg A

Q. ARBITRATION

Any controversy arising out of or relating to this pollcy or. ‘the breach, term ination or invalidity thereof shall
be settled by binding arbitration in accordance with the cormmercial arbltratlon rules, but net the authority
or jurisdiction, of the American Arbitration Association (herem “AAA") then in eﬁect “We", anci the Namad
Insured shalt each appoint an arbitrator. Each arbitrator must be disinterested othe han the Named:.
Insured or any present or former officers or directors of the Insured. As'socon as one party no‘ufles the
other of its demand for arbliration and names its arbitrator, the sther’ party agrees to namgts arbitrator -
within thirty (30} days of said notice. Within thirty (30) days of the naming of:the second arb trator, the ’{wo
arbitrators will select a third arbitrator to be chairman of the panel, other than the Named Insured or, any
present of former officers or directors of the Insured. Should the two arbltrators not be able to agree ona
choice of the third, then the Chief Judge of the chosen competent jurisdiction:will make the appointment
of such third arbitrator. None of the arbitrators may be current or former officers; directors, or employees
of the Named Insured or “Us.” The three arbitrators will comprise the arbitration” panel for the purpeses of
this Policy.

kach party to this policy will submit its case with supporting documents to the arbitration pansl within
thirty (30) days after appcintment of the third arbitrator. However, the panel may agree to extend this
perlod for a reasonabile time. Unless extended by the consent of the parties, the majority of the three
arbitrators will issue a written decision resolving the controversy before them within thirty (30) days of the
time the parties are required to submit their cases and refated documentation. The arbitrators’ written
declsion will state the facts reviewsd, conclusions reached and the reasons for these conclusions. That
decision wik be finai and binding upon the parties in any court of competent jurisdiction.
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Each party W|II pay ihe fess and expenses of its arbitrator, unless otherwise agreed by the parties. The
remammg costs of arb:tratlon will be shared equally by the parties.

Arbltratlon will take place in a competent jurisdiction agreed 1o by the parties.

Any dlsputes mvolvmg th is Pohcy shail be resolved applying the substantive law as designated in ftem 11,
- ofthe Dec!arat;ons :

In witness whereof the company has caused thls pol cy to be signed by #s Secratary and its President at
Oakbrook Terface flincis. :

“Zofistr WFBadam T
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NUCLEAR INCIDENT EXCLUSION CLAUSE-LIABILITY-DIRECT
(BROAD) (U.S.A.)

94.102 {01/15)

This Endorsement, effective at 12:01 a.m. CST, on 11/25/2015 forms part of;
Policy No.: RPS-(3-0127551/1

Issued ta: City of Franklin

issued by: BCS Insurance Company

For attachment to insurances of the followirig classifications in the U.8.A,, its Territories and Possessions, Pusrto
Rico and the Canal Zone:

Owners, Landiords and Tenants Liability, Contractual Liabiity, Blevator Liability, Owners or Contractors
tincluding railroad) Protective Liability, Manufacitirers and Ceniractors Liabilty, Product Liabfity,
Professional and Malpractice Liability, Storekeepers Liability, Garage Liability, Automobile Liability (including
Massachusetts Motor Vehicle or Garage Liability),

not being insurances of the classifications to which the Nuclear Incident Exclusion Clause-Liability-Direct (Limited)
applies.

This Policy” does not apply:
L Under any Liability Coverage, to injury, sickness, disease, death or destruction:

(a) with respect to which an insured unider the Policy is also an insured under a nuclear energy falbility
policy issued by Nuclear Energy Liability insurance Association, Mutusl Atomic Energy Liability
Underwriters or Nuclear Insurance Association of Canada, or would be an insured under any such
policy but for its termination upon exhaustion of its fimit of liability; or ,

W} resulting from the hazardous properties of nuclear material and with respect to which (1) any person or
organization is reguired 1o maintain financial protection pursuant to the Atomic Energy Act of 1954, or
any law amendatory therect, or (2} the insured is, or had this Policy not been issued would be, entitec
to indernnity from the United States of America, or any agency thereof, under any agreement enterad
into by the United States of America, or any agency thereof, with any person or arganization.

o Under any Medical Payments Coverage. or under any Supplementary Payments Provision ralating to
immediate medical or surgical relief, 10 expenses Incurred with respact to bodily injury, sickness, disease
or death resulting from the hazardous properties of nuciear material and arising out of the operation of a
nuclear facility by any person or organization.

i Under any Liability Coverage, to injury, sickness. disease. death or destruciion resuliing from the
hazardous properties of nuclear maferial, if:

@  the nuclear material (1) is at any nuclear Tacility owned by, or operated by or on behalf of, an insured
or {2} has been discharged or dispersed therefrom;

) the nuclear material is contained in spent fuel or waste at any time possessed, handled. used,
processed, stored, transported or disposed of by or on behalf of an insured: or
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{c}  the injury, sickness, disease, death or destruction arises out of the furnishing by an insured of
services, materials, parts or equipment in connection with the ring, construction, mainteranca,
operation or use of any nuclear faciiity, but if such tacility is fovated withirt the United Stales of
America, its territories or possessions or Canada, this exclusion (¢} appiies only to injury to or
destruction of properiy at such nuciear faciity,

. As used in this endorsement:

“hazardous properties” include radioactive, toxic or explosive properties; "nucisar material means source
material, special nudiear material or by-product material "source material’, “special nuclear materizd®, and
“by-product material" have the meanings given them in the Atomic Energy Act 1954 or in any law
amendatory thareof, "spent fuel® means any fuel slement or fuel component, solid or liquid, which has
been used or exposed to radiation in a nuckear regctor; "waste" means any waste material (1) containing
by-product material and (2) resulting from the gperation by any person or organization of any nuclear
faciity inchuded within: the definition of nuclear facility under-paragraph (aj or (o) thereof, "nuclear facility”
means: o : :

{8} anynudear rgactor, L _

) any equipment or device designed or used for {1} separating the isofopes of uranium or plutonium,
(2) processing or utiizing spent fuel, or (3} handling, processing or packaging waste,

{c} any equipment or device used for the processing, fabricating or alloying of special nuciear material if
at any time the total amount of such material in the custody of the insured at the pramises where
such equipment or device is locaied consists of or contains more than 25 grams of plutonium or
uranium 233 or any combination thereof, or mote thari 250 grams of Granium 235,

{d) any struclure, basin, excavation; pramises or place prepared or used for the storage or disposal of
waste, and inciudes the site on which any of the foregoing is located, ali operations canducted on
such site and all premises used for such operations; "nuclear reactor” means any appargius
designed or used to sustain nuclesr fission in a sell-supporting chain reaction or to contain a critical
mass of fissionabie material. With respect 1o iniury to or destruction of property, the word “injury” or
"destruction” includes all forms of radicactive contamination of properiy.

NOTE: As respecits policies which afford liability covergges and other forms of coverags in addition, the words
underlined should be amended to desighate the lizbility coverage to which this clause is to apply.

it is understocd and agreed thal, except as specifically provided in the foregoing o the contrary, this clause is
subject fo the lerms, exclusions, conditions and limitations of the Policy to which it is attached.

Powered hy




T BCS Insurance Company
e BCS 2 Mid America Plaza, Suite 200
Bix s Oakbrook Terrace, IL 60181

RADIOACTIVE CONTAMINATION EXCLUSION CLAUSE-LIABILITY
~ DIRECT (U.S.A)

94103 01715

This Endorsement, effective at 12:01 a.m. C8T, on 11/25/2015 forms part of;
Policy No.: RPS-Q-0127551/1

lssued to: City of Frankiin ' N

Issued by: BCS Insurance Company

When attached to the Pofiy, (i addition to the appropriate Nuclear Incident Exclusion Clause-Liability-Direct)
provides woridwide coverage.

I retation to liability arising outside the UL.8.A., its Territaries or Possassions, Puerio Rico or the Canal Zone, this
Policy does not cover any liabiity of whatsoever nature directly or indirectly caused by or coniributed to by or ariging
from ionising radiations or contarmination by radicactivity from any nuclear fuei or from any nuclear waste from the
cornbustion of nuclsar fuel, ' :

All other terms and conditiong of this Pélicy shall rermain unchanged.

This endorsement forms a part of the Policy 1o which attached, pﬁectwe on the mception date of the Policy unlass
otherwise stated herein,
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INDIANA AMENDATORY ENDORSEMENT

94.801 IN {01/25)

This Endorsement, efféctive at 12:01 a.m. CST, on 11/25/2015 forms part of:
Paolicy No.. RPS-Q-0127551/1
lssued to: City of Franklin

This endorsement modfies insurance provided under the foliowing:

CYBER AND PRIVACY LIABILITY POLICY.

The following changes are madg 1o tha policy:

I

The Tolowing s added to Section IX. TERMS AND GONDITIONS, paragraph K. GANGELLATION AND NON.
RENEWAL, itern 3. : TRy

"We" need not send notice of non-renewal if “Your" coverage is transferred from “Us” to an affiated company
of "Ours” as a result of a merger, -an acquisition or a company restructuring, the transfer results in the same or
broader coverage as what is included under this Policy, and “You" have approved such transfer.

Section IX. TERMS AND CONDITIONS, paragraph G. ARBITRATION is feplaced with the folowing:
Q. ARBITRATION | | -

Any controversy arising out of or relating to this policy-or the treach, termination’or invalidity thereo? shall be
settied by non-binding arbitraton in accordance with the commercial arbitration fules, but not the authority or
juisdiction, of the American Arbitration Association ferein “AAAT) then in effect. “We™ and the Namad Ineured
shall each appoint an arbitrator.  Each arbitrator must be disinterested other than the Named Insured or any
presant or former officers or directors of the Insured. As scon as one party notifies the other of ita temand for
arbitration and names its arbitrator, the other party agrees to name its arbitrator within thirty (30} cays of said
notice.  Within thity (30} days of the naming of the second arbitrator, the two arbitrators will select a thind
arbitrator to be chairman of the panel, other than the Mamed Insured or any present or former officers or
directors of the Insured.  Snhould the two arbitrators not be able to agree on a choice of the third, then the
Chief Judge of the chosen competent jurisdiction wil make the appointment of such third arbitator.  None of
the arbitratcrs may be current or former offcers, directors, or employses of the Named Insured or “Us.” The
three arbitrators will comprise the arbitration pane! for the purposes of this Policy.

Each party to this policy will submit s case with supperting doouments to the arbitration panel within thirty
{301 days after appointrment of the third arbitrator, However, the pangl may agree to extend this period for a
reasonable time.  Unless extended by the consent of the parties, the majorily of the three arbitrators wil
issue a written decision resclving the contraversy before “hem within thirty (30) days of the time the pariies are
required fo submit their cases and related documentation. The arbirators’ written decision wil state the
facts revewed, condlusions reached and the reasons for these conclusions. That dacision will be non-binging
upon the parties in any court of competent urisciction.

Each party wil pay the dees and expenses of its arbitrator, urless otharwise agresd by the parties. The
remaining costs of arbitration wil be shared equally by the parties.

Arbitration wilf take place in indiana i 2 lcation conveniant o the Indiana polcyholider.
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Any disputes involving this Policy shall be resoived applying the stbstantive law as designated in fterm 11,
of the Declarations.

All other tayms and conditions of this Peficy shall remain unchanged,

This endorsement forms a part of the Palicy to which attached, effective on the inception date of the Policy uniess
otherwise stated herein,

Any controversy arising out of or relating to this policy or the breach, termination or fwvalidity thereof shall
be settled by arbitration in accordance with the commercial arbitration rudes, but not the authoriy or
jurisclietion, of the American Arbitration Asscoiation (herein “AAA”) then in effect.

“Wa" and the Named Inswed shall each appoint an arbitrator.  Fach arbitrator must be disinterestatd
other than the Namead Insured or any present-or formar offcers or directors . of the Insured. As soon as
one party notfiss  the other of its demand for arbitration and names its arbitrator, the other party agrees to
name it arbilrator within thirty (30) cays of sald notice. - Within thirty (30) days of the naming of the second
arbiirator, the two arbitrators will select @ third arbitrator to be chairman of the panel, other than the
Named Insured or any present or lormer officers or directors of the Insured. Should the two arbitrators nat
be able tc agree on a choice of the third, then the Chief Judge of the chosen competent jurisdiction wil
make the appointment of such third arhitrator. * None 'of the arbitrators may be current or former officers,
directors, or employees of the Named Insured o "Us.” The ihree arbrtrators wil comprise the arbitration
panal for the purpeses of this Polioy. S

Each party to this policy will submit its case with supporting documents to the arbitration panel within
thity (30) days after appointment of the third arbitrator. However, the panel may agree to extend this
period for a reasonable time.  Unless extentled by the consent of the parties, the majority of the three
arbitrators will issue a written decision resclving the controversy before them within thirty (30} days of the
time the parties are required to submit their cases and related documentation. The arbitrators’ written
dedigion wil state the facts reviewed, conclusions reached and the reasons for these ccmciusms Such
arbiiration shall be non-binding upon the parties.

Each party wil pay the lfees and expenses of its erbtrator unless otherwise agreed by the part:es The
remaining costs of arbitration will be shared equally by the parties.

Arbitration will take place In a competent jurisdiction agreed to by the parties.

Any disputes involving this Policy skall be rosolved applymg the substanive law ag desxgnated in ltem
11. of the Deslarations.

All other terms and conditions of this Policy shal remain unchanged.

This endarsement forms a part of the Policy to which attached, effactive on the inception’ date of the Policy unless
otherwise stated herein,
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NOTICE TO POLICYHOLDERS REGARDING
FILING COMPLAINTS WITH THE DEPARTMENT OF INSURANCE

BCSI-X029 {01715}

Questions regarding your policy or coverage should be directed to:

BCS Ingurance Company
Contact Number: 1-800-621-9215

If you fa) need the assistance of the governmental agericy that regulates insurance; or () have a complaint you have
bsen unable to resolve with your insurer you may contact the Department of Insurance by mai, telephone or emai:

State of Indiana Department of Insurance
Consumer Sarvices Division

311 West Washington Street, Suite 300
Indianapoiis, Incdiana 46204

Constimer Hotline: (800} 622-4461; {317) 232-2395

i3, R e

Complaints can b fled electronically at www.i
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Cyber Liability And Privacy Coverage
Application

 94.001-2(01/15)

CERTAIN COVERAGES OFFERED ARE LIMITED TO LIABILETY FOR CLAIMS THAT ARE FIRST MADE AGAINST THE

INSURED AND NOTIFIED TO US DURING THE POLICY PERIOD AS REGUIRED. CLAIM EXPENSES SHALL REDUCE

THE APPLICABLE LIMITS OF LIABILITY AND ARE SUBJECT TO THE APPLICABLE RETENTION{S). PLEASE READ
THE POLICY CAREFULLY,

Applicant means all corporations, crganizations or other entities, including subsidiaries, proposed for this insurancs.

Narne of Applicant ; City of Franldin &

Maifng Address E 70 E. Monroe Strest

Gity | I':"ranklih_

Stata ! Indiana 7 _ o
ZIP Code |46‘131 S R ;
Description of Applicant’s Qperations }Go#emme_r_ﬁ_‘_: “ ‘

The following table details the ¥mits and retentions being offered:

Insuring Agreement Limnit Retention

A, Privacy Lisbility $1,000,000 45,000

B. Privacy Regulatory Claims Coverage $1,000,000 35,000

C.'Sec.urity.f BréacH Response ‘Cover-age - - ' $4,000,000 $5,000

D. Secusity Liability - C $1000000  $5000

E. Multimedia Liabilty - $1,000,000 $5,000

F. Gyber Extortion | B © $1,000,000 $5.000

G. Business Income and Uigital Asset Bestoration $1,000,000 ?glgiov?;gﬂgsgo o
M. PCI DSS Assessment $100,000  $5,000

Praposed effective date | TBD 7 " o i







Indicate the following as it refates to the Applicant’s fiscal year end (FYE): . Prior FYE
Total Revenus $21,576,153

SYSTEMS

1. Does the Applicant back up their data at least once a week and store in offsite Yog E}(f No | ;
location{s} or does the outscurcer do so?

2. Doesthe Applicant have anfivirus and firewalls in place, and are these reguiarty Yas i}([ No % E
updated at least once a quarter?

3. s the Applicant aware of any circumstances, complainis, claims, lossies) or Yes E ’ No {}{i

penaities/fines levied against the organization in last five (5) years in relation to the risks
that this application agplies o7
3a.  Did any circumslances, complaints, claims, fossles) or penalies/fines fevied against the Yes ] 1 Mo }}{i
organization excesd twenty-five thousard L.S. dollars ($25,000) in any of the previous
five (5) years.
lf the Applicant represents a Healthoare organization, Financiad Institution or legal Senvices then the following question MUST be
answered.
4. Do you have a written policy which recuires that personally identifiable infarmation Yes | | No | |
stored on mobile devices {e.g. laptop computers / smariphonas} and portable media
{e.g. flash drives, back-up tapes) be protected by snoryption?

* With respect te: the information required o be disclosed in response to the guastions above, the proposed insurance will not
afford coverage for any clain arising from any fact, circumnstarnce, situation, event or ot about wivich any executive officer of the
Applicant had knowledge prior to the lesuance of the proposed policy, nor for any person -or entity who knew of such fact,
circumstance, siuation, svent or act prior to the issuance of the proposed policy.

It is a crime to knowingly and intentionally attempt to defraud an insurance company by providing false or
misieading information or concealing materiaf information during the application process or when filing a claim.
Such conduct could resudt in your policy being voided and subject you to criminal and civil penalites.

Signature * of Applicant’s Name (Printed)
Authorized Representative Name

[Printed) (President, CEQ or Chiaf

Information/Security Officen

Title Date
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BCS INSURANCE COMPANY
2 Mid America Plaza, Suite 200
Oakbrook Terrace, IL 60181

Cyber Liability And Privacy Coverage
Application

94.001-2 (01/15)

CERTAIN COVERAGES OFFERED ARE LIMITED TO LIABILITY FOR CLAIMS THAT ARE FIRST MADE AGAINST THE
INSURED AND NOTIFIED TO US DURING THE POLICY PERIOD AS REQUIRED. CLAIM EXPENSES SHALL REDUCE
THE APPLICABLE LIMITS OF LIABILITY AND ARE SUBJECT TO THE APPLICABLE RETENTION(S). PLEASE READ
THE POLICY CAREFULLY.

AppHcant means alf corporations, organizations or other entitiss, including subsidiaries, proposed for this insurance,

Name of Applicant { (ﬁty Qf ?qugl_m F
Maifing Address g 70 E Moryroe Streat ;
State | Indiiana ‘
2IP Code apt31 N
Description of Applicant’s Cperations i Gpqui_neérf{ ) o |

The foltowing table details the Emits and retentions being offered:

insuring Agreement Limit - Retention

A. Privacy Liabllity $1,000,000 $5,000

B. Privacy Regulstory Clalms Coverage $1,000,000 $5.000

C. Security Breach Hesponsé Ejoverage o $1,000,000 $5,000

D. Security Uablity ' $1,000000  $5000

E. Multimedia Liability $1,000,000 $5,000

F. Gyber Extoriion - - $1,000,000 $5,000

G. Business Income and Digital Asset Restoration $1,000,000 fgﬁojﬁg‘;‘g&) 4
H. POI DSS Assessment | $00000  $5000

Proposed effective date 1 TBD _' _ ) ' |



Indicate the following as it relates to the Applicant’s fiscal year end (FYE): Prior FYE
Total Revenue $21,576,153

SYSTEMS

1. Does the Applicant back up thelr data at least once a week and store in offsite Yes !X} No | j
locationis) or does the outsourcer do so?

2. Does the Applicant have antivirus and firewalls in place, and are these regularty Yes IX{ No | |
updated at least once a quarter?

3. Isthe Applicant aware of any circumstances, complaints, cfaims, lossies) or Yes | | No ]

pengities/fines levied against the organization in last five (8) years in relation to the risks
that this application applies to?
3a,  Did any circumstances, complaints, claims, loss{es) or penaltiss/ines levied against the Yes | } No |X|
organization excesd twenly-five thousand U.S. dollars ($25,000) in any of the previous
five (B) years.
If the Applicant represents a Healthcare organization, Financlal Institution or Legal Services than the following question MUST be
answered:
4. Do you have a written policy which requires thet personally identifiable information Yes | | No | |
stored on mobile devices {e.9. laptop computers / smartphones) and portable media
(e.g. flash drives, back-up tapes) be protected by encryption?

* With respect to the information required to be disclosed in response to the questions above, the proposed insurance will not
afford coverage for any claim arising from any fact, ciroumstance, situation, event or act about which any executive officer of the
Applicant had knowledge prior to the issuance of the proposed policy, nor for any person or entity who knew of such fact,
gircumnstance, situation, event or act pricr to the Isatance of the proposed policy.

Itis a crime to knowingly and intentionally attempt to defraud an insurance company by providing false or
misieading information or concealing material information during the application process or when filing a claim.
Such conduet could result in vour policy being voided and subject you to criminal and civil penaities.

Signature * of Applicant's Name {Printed)
Aulhorized Representative Name

(Prirted) {President, CEQ or Chief

Information/Security Officer)

Tifle Date
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